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1 Executive Summary

1.1 Introduction

As the primary governance mechanism for the division of Information Technology
Services (ITS), the Information Technology Committee (ITC) reviews major
initiatives under consideration and recommends priorities. This document contains
recommendations from ITC to ITS, resulting from the FY06 Portfolio Review
Process.

The 2006 review process was the first instance of an annual cycle that will form the
basis of the governance process for ITS. This initial effort was designed and
executed in an accelerated timeframe.

In the absence of a strategic plan or a previous set of initiatives to build upon, the
ITC subcommittees generated initiatives that provided a baseline appraisal of
campus IT needs. In the interests of transparency, most of the subcommittees also
documented projects already underway.

1.2 Priorities

Acknowledging that IT needs far outweigh available resources, ITC
recommendations for this year are comprised of a set of general statements about
how to assign resource allocations in line with three high level priorities. The
priorities are in alignment with stated I'TS goals (see Appedix B — I'TS Goals), and
support the successful completion of the IT consolidation process, known as the IT
Transformation Program (ITTP).

Priorities identified for the coming year:
I Focus on initiatives that reduce risk, increase security and ensute regulatory
compliance
I Focus on initiatives that stabilize core I'T services
' Focus on resolving identified critical needs and capitalizing on strategic
opportunities

ITC acknowledges that these areas of focus are largely invisible to the customers of
ITS. Client-facing initiatives are a primary concern for both I'TS and its governance
bodies, and this yeat’s priorities reflect an effort to put foundational systems and
resources in place that will allow the organization to respond to customer-driven
initiatives in years to come.

Individual initiatives proposed by the five subcommittees of ITC map to one or
more of these priorities. While ITC has not identified an ordered list of initiatives
from top to bottom, this document does provide recommendations for considering
trade-offs between the initiatives by grouping them into categories ranging from
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“Definitely Proceed” to “Recommend Against” (see Appendix A — ITC Prioritized
Initiatives Lis?).

1.3 Anticipated Improvements

The process this year identified baseline IT needs in the absence of a formal
strategic planning process. As ITS strategic planning efforts come on line in
Summer 2006 and throughout FY07, a refined focus and direction will emerge for
the division.

ITC anticipates improvements to the Portfolio Review Process that will make it
more comprehensive and allow deeper review of a refined set of strategic issues.
The final section of this document describes key components of ITC expectations
for next yeat’s process.

1.4 Acknowledgements

A tremendous amount of effort and creativity went into the Portfolio Review
Process this past year. Individuals and groups from across campus contributed their
valuable time and energy to ensuring that outreach was performed in identifying
campus IT needs; that the initiatives under consideration were well-crafted and in
alignment with campus and divisional goals; and that the process flowed smoothly.

ITC appreciates this support, and acknowledges those who were involved in the
process.

UC Santa Cruz
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2 Background

2.1 Context

ITC provides an administrative forum for reviewing, evaluating, and recommending
strategies, plans, and policies for campus information technology to support and
advance campus efforts.

The ITC Portfolio Review Process is designed to utilize functional expertise in the
form of topic-specific subcommittees to capture campus IT needs, and propose
initiatives that respond to those needs. ITC reviews these initiatives and makes
recommendations to ITS about priorities and how to allocate resources in order to
achieve its goals. (See Figure 1: Portfolio Review Process Overview.)

The primary use of the recommendations from I'TC in FY06 was in drafting the ITS
Budget Letter, due in March 2006. This document provides the Executive Vice
Chancellor with information about how I'TS anticipates allocating resources in
FY07, and serves as a funding request. Based on the outcomes of the Portfolio
Review Process, ITS referred to recommended initiatives in its Budget Letter as
potential uses of new or discretionary funds.

2.2 ITC Subcommittees

As one of their primary functions, the subcommittees of ITC perform the work of
generating and presenting new initiatives based on assessments of campus IT need.
With the exception of LTC, these committees were formed early in FY06, and the
Portfolio Review Process was among their first responsibilities.

A brief description of the five I'TC subcommittees and their charge is as follows:

¥ Campus Client Services Committee (CCSC): CCSC is charged with
reviewing campus IT client services and making recommendations about
resource commitments. It is responsible for connecting services to campus
priorities, establishing measurable objectives for service development, and
identifying opportunities where IT services can assist the campus

¥ Campus Solutions Advisory Committee (CSAC): CSAC is charged with
establishing objectives for campus enterprise application solution plans and
making recommendations about resource commitments. It is responsible
for identifying opportunities for applications to assist the campus in
achieving its goals, identifying and addressing risks and opportunities, and
setting directions and functional goals for each campus enterprise
application

¥ |IT Architecture & Infrastructure Committee (I TAIC): ITAIC is
charged with reviewing campus IT architecture and infrastructure direction,
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capabilities and strategic objectives, and making recommendations about
resource commitments. It is responsible for identifying opportunities for
architecture and infrastructure to assist the campus in achieving its goals,
establishing measurable objectives, and identifying issues, risks and
opportunities associated with architecture and infrastructure

¥ IT Security Committee (I TSC): ITSC is charged with advising the
campus regarding education, communication and policy development
necessary to establish and maintain comprehensive security, compliance and
risk reduction practices. It recommends resources necessary for managing
IT security, and balances acceptable levels of risk

¥ Learning Technologies Committee (LTC): L.TC identifies IT issues
related to pedagogy, learning outcomes and instructor support, and
investigates strategies for incorporating new learning models into campus
instructional approaches. It makes recommendations about service delivery
levels and priorities for Instructional Computing and Media Services,
including standards, policies, and course management systems

2.3 2006 Initiative Review

In Fall 2005, the five ITC Subcommittees performed campus outreach and
undertook research to generate a baseline set of initiatives capturing current IT need
on campus. Each subcommittee focused on the area of its charge, but they also
coordinated on interdependencies and duplicated items.

Standardized forms and common qualitative measurements were used to evaluate
and categorize each initiative. These tools, which will be improved in future
iterations of the process, attempted to capture and standardize such information as
project cost, risk, and benefit to the campus.

In a short period of time, the subcommittees generated a final list of 61 initiatives
(including a few duplicative items endorsed by multiple committees). These ranged
substantially in project size, cost, and impact (for a complete list with brief
description of each initiative, see Appendix A — ITC Prioritized Initiatives Lisi).

Beginning in January 2006, ITC reviewed the packet of initiatives submitted by the
subcommittees. I'TC received presentations from each subcommittee chair,
providing an overview and context for the initiatives submitted by their group.

Presentations were followed by question and answer periods, with committee
members inquiring about details of individual initiatives such as project scope and
interdependencies with other items. During this period, ITC also received a
presentation of recommendations from the Divisional Liaisons and informal
feedback from the Academic Senate.

In February 2006, ITC undertook a prioritization exercise in which members
expressed interest in individual initiatives. The assignment (known as the “sticky
dots exercise”) was followed by limited discussion of outcomes and priorities.
During this month, ITC also requested and received a description of ITS priorities,
as articulated by Vice Provost for I'T Larry Merkley.

ITS utilized the output of the prioritization exercise and subsequent discussions in
formulating its Budget Letter in March 2006. This document represents a final
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articulation of the recommendations from ITC to ITS. In an ideal process, these
recommendations would precede the creation of the Budget Letter.
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3 General Recommendations to ITS

ITC supportts the high-level priorities outlined by ITS for FY07. These priorities are
in alignment with the broad goals described in the September 2005 ITS Goals
document (see Appendixc B —ITS Goals) :

I Align IT resoutces with campus priorities

I Stabilize core I'T setvices, including security

I Create responsive, client-centered service delivery

I Leverage I'T investments

These goals provide a top-level direction for the efforts of the division. The
priorities endorsed by ITC in this document represent positive steps toward
achieving these goals, based on the current progress of the division through the IT
Transformation Program.

3.1 Priority: Focus on Security, Risk Reduction and
Regulatory Compliance

One of the first and most critical outcomes of the I'TTP is the ability of a
consolidated IT division to implement comprehensive, campus-wide security and
risk reduction policies. ITS will provide physical and information security of IT
assets, and reduce risk of intrusion and attack.

UCSC is accountable for compliance with numerous local, state and federal
regulations, as well as policies enacted by the UC Office of the President and here at
this campus. ITS will ensure that UCSC is in compliance with all applicable codes
and regulations pertaining to security and protection of sensitive information.

Many of the initiatives generated in the Portfolio Review Process for this year are
concerned with establishing and implementing policies in this area. Examples of
initiatives that focus on security, risk reduction and regulatory compliance include:

¥ “Group A” Initiatives presented by ITSC, which included such issues as:

0 PII and HIPPA Compliance Measures

0 Minimum Practices for Protecting Restricted Data
0 IT Security Awareness Training

0 UCSC Password Standards

0 Wireless Security Standards

¥ TITAIC security initiatives, which included such issues as:

0 Patch Management
0 Integration of nIDS and Remote Vulnerability Scan

¥  Email Expanded Virus / Spam Functionality

UC Santa Cruz
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3.2 Priority: Focus on Initiatives that Stabilize Core IT
Services

To achieve the goals that ITS has stated, the division must first stabilize its core
services and service delivery. I'TS has already undertaken numerous efforts in this
area; examples of projects that are currently underway that will help to stabilize core
services include:

I Account Identity Management (IdM)

I Interim Support Center Ticket System (Help Desk)

I Setver / Storage Consolidation

I Dark Fiber

ITC recommends expanding efforts in this area to the extent possible. Examples of
new initiatives that would serve to stabilize core services include:

I End User Testing / Release Management

I Asset Management System (Policy Standard)

I Campus-wide Calendaring System (Central Funding for All Campus Units)

Stabilization of core resources is a broad category that includes projects that are
large in scope and will have substantial impact to the campus. One example is the
Strategic Communications Infrastructure Plan(SCIP). While supporting the concept
of SCIP, ITC recommends caution and diligent pre-planning for projects of this
magnitude.

3.3 Priority: Focus on Resolving Critical Needs and
Capitalizing on Strategic Opportunities

Resolving critical needs and capitalizing on strategic opportunities will increase the
IT capacity of the campus. In coordination with the other two priorities, I'TC
recommends balancing the portfolio of projects by including work that creates new
capacity.

In this area, there are projects that are already underway. Examples of these include:
I Data Center Requitements Inventory
! High Performance Computing Business Plan

Many new initiatives also fall into this category. Among them, ITC expressed
interest in the following:

I Web Site Content Management System

I Campus Academic Planning System (CLP)

I Classroom Network Connections

I WebCT License Renewal Funding

' Human Resouce Information System

UC Santa Cruz Information Technology Committee Recommendations to ITS 11



4 Recommendations for Approaching Tradeoff
Discussions

With limited resources available, I'TS will be forced to make difficult choices about
how to allocate funding to new projects in FY07.

ITS continues to make progress through Phase Three of the IT Transformation
Program. This process has identified areas of chronic under-spending in IT
infrastructure and services. The FY06 Portfolio Review Process attempted to
capture and document the resulting I'T needs.

Currently, the campus budget cycle and the ITC review cycle are not synchronized.
A final approved ITS budget is expected in time for publication of the ITS Annual
Report for 2006. With the ITS funding envelope still under development, ITC
recognizes that the needs identified far outpace the capacity of the organization to
take on new projects.

To advise ITS in a discussion of trade-offs between individual initiatives, I'TC has
assembled a prioritized list that arranges them into five categories (see Appendix A -
ITC Prioritized Initiatives Lisi):

! Definitely Proceed

I Strong Recommendation

I Also Recommended

I Less Interest

I Recommend Against

UC Santa Cruz
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5 Expectations for FY07 Portfolio Review Process

5.1 Increased Organizational Stability

The IT Transformation Program (ITTP) successfully entered Phase I11: Transition
Planning and Implementation in July 2005. This phase involves maintaining
essential client-based services for the campus while building a new set of centrally
provided services and implementing foundational aspects of the new organization.

The transitional nature of this period ensures that FY07 will continue the process of
organizational development for ITS, with a heavier emphasis placed on security
frameworks and stabilization of core resources. The priorities identified by ITC in
this year’s Portfolio Review Process reflect this emphasis.

In the coming year, I'TC anticipates that the successful completion of various
transitional projects will result in improved organizational capacity for new projects.
Stabilization of the ITS funding model in this timeframe may also contribute to
increased capacity.

Additionally, the completion of the ITS Spring 2006 Strategic Planning Retreat will
create future state visions of services that I'TS will offer in coming years. This will
help guide the Portfolio Review Process in preparation for FYO08.

5.2 Expand Client-Facing Initiatives

Reduction of risks, implementation of comprehensive security policies, and
improvements to the stability of core services will position ITS to direct resources
effectively to client-facing initiatives in coming years.

While acknowledging that stabilization efforts are continuous in an IT organization,
ITC anticipates that the primary focus will shift toward initiatives that directly
benefit the clients of ITS. UCSC’s instructors, researchers, students and staff all
benefit from a stable and secure IT infrastructure. Yet they will perceive a greater
impact from improvements in areas such as:

I Initiatives that suppott research and academia

I Learning Technologies

! Initiatives that expand or enhance services that they use daily

I Improvements to large business applications

I Collecting and presenting services in ways that help them get their work
accomplished
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5.3 Process Improvements

The Portfolio Review Process itself will continue to evolve and improve in coming
years. The first iteration identified IT needs from a broad range of campus
constituencies. The process itself may be considered a success in that it was
designed, implemented and executed in well under a year, including the initial
chartering of four of the five subcommittees that generated the initiatives.

Next year’s process will benefit from a number of key improvements, not least of
which will be an expansion of the schedule to allow more time for each component.
Changes to next yeat’s process will include:

¥ Fewer Initiatives for Review: By coordinating with strategic planning
efforts and implementing clear selection criteria, the focus of the
subcommittees will move to specific areas. In contrast to a broad attempt to
capture all campus IT needs, future processes will generate a limited
number of initiatives that respond to clearly defined issues

¥ Expanded and Coordinated I nput from Divisions: ITC will seek greater
and more specific input from campus divisions. The role of the DLs will be
deepened to include coordination of communication between
subcommittees and divisions, and to better represent divisional needs in the
process. Additionally, the DLs will have increased involvement in the
deliberation and priority setting exercises

¥ Input from Student Representation: ITC will continue to seek student
representation for each of the committees involved in the ITS governance
process

¥ Defined Selection Criteria: ITC will use resources such as the I'TS Spring
20006 Strategic Planning Retreat, the Academic Senate, and the Divisional
Liaison Council to set selection criteria at the outset of the process. This
will reduce the number of initiatives and help to guide efforts

¥ Improved CCurrent StateOReporting: In the interests of transparency, In
Progress initiatives were included along side new initiatives in this year’s
process. Next year, existing projects will be detailed in a separate Current
State reporting process, which will allow I'TC to remain updated on efforts
under way and then focus on new proposals

¥ Mid-Year Exceptions Review: Midway through the Portfolio Review
Process, ITC will review urgent issues to consider important proposals that
have arisen which may be time sensitive

¥ Improved Forms: Utilizing feedback from members of ITC and its
subcommittees, the forms and instructions used to generate and evaluate
initiatives will be clarified to improve accessibility and consistency of use

UC Santa Cruz Information Technology Committee Recommendations to ITS
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6 Process Overview
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7 Appendix A - ITC Prioritized Initiatives List

Based on the priorities described in this document, ITC has provided this list of all
initiatives. Please note the following:

I Project currently in progress. Submitted to ITC in the interests of
transparency

ok This initiative was submitted by ITSC in a package of low-cost, high
importance initiatives referred to as “Group A”

7.1 Definitely Proceed

Initiative ID Initiative Name Priority Description
CCSC-0607-01 | Account Identity Stabilization | The Identity Management Project implements and deploys account
Management services to determine a person's appropriate accounts and access
privileges. ! !
CCSC-0607-11 | Campus CruzTime Stabilization | This is an initiative to adopt CruzTime as the campus calendaring
Calendar standard. ! !

ITAIC-0607-03 | Dark Fiber Stabilization | Dark Fiber is designed to exponentially increase broadband access for the
campus by partnering with local agencies and organizations to connect to
the CENIC endpoint in Monterey. It also provides a secondary connectivity
source and reduce the risk of single point of failure. ! !

ITAIC-0607-04 | Data Center Critical This project provides analysis and a report of current and future

Requirements datacenter requirements across campus. It includes the current as well as
Inventory future uses of datacenter spaces. ! !
ITAIC-0607-05 | High Performance Critical The high performance computing business plan identifies current and
Computing Business emerging high performance computing requirements, provide input for
Plan datacenter planning, funding options and a growth path into the future. ! !
ITSC-0607-09 IT Security Awareness | Security IT Security Awareness Training develops and delivers end user security
Training training materials. **
ITAIC-0607-02 | Server/Storage Stabilization | Server and Storage Consolidation is a project to develop a state-of-the-art
Consolidation consolidated server and storage infrastructure providing the campus with
a set of server hosting services. ! !
CCSC-0607-02 | Support Center Ticket Stabilization | This initiative supports the ITTP Support Center Project enabling the
System Interim interim ticketing system to support ticket request handling and develop
plans for a longer-term candidate system solution. ! !

ITSC-0607-12 Campus Incident Security Campus Incident Response Procedures provide campus and technical

Response Procedures level mechanisms to report, document, manage and respond to IT security
incidents. **

ITSC-0607-06 Contract Language Security This initiative identifies standard contract language for inclusion in

Securing UC contracts with external business partners, agents or affiliates having
Restricted Data access to UC restricted data. **
ITSC-0607-01 HIPPA Compliance Security The HIPAA Compliance Notebook and Workbook provide documentation

Notebook and
Workbook

of recommended practices and a process for annual review of HIPAA
compliance. **

UC Santa Cruz
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ITSC-0607-15 Logon Strategies for Security Minimum Practices for Protecting Restricted Data develops a strategy for
Intrusion Detection log management and implements central support for the creation and
review of system activity logs in support of intrusion detection and forensic
analysis. **
ITSC-0607-07 Minimum Practices for | Security This initiative identifies and establishes minimum practices for
Protecting Restricted administrative, physical and technical (logical) controls for the protection of
data restricted data. **
ITSC-0607-18 Patch management Security Patch Management develops and deploys a system to 'push' security
System to Reduce patches to computer systems determined to have security **vulnerabilities
Intrusion due to old versions of critical files.
ITSC-0607-02 PCI Compliance Security In conjunction with the Payment Card Industry (PCI) compliance team, this
initiative identifies and addresses ITS action items for PCI compliance. **
ITSC-0607-03c | PIl Compliance SSN Security This initiative develops a methodology and identifies a toolset used to
Scanning scan campus workstations and systems for the presence of SSN (Social
Security numbers). **
ITSC-0607-03b | PIl Compliance Security PCI Compliance updates the existing 'UCSC Implementation Plan for
Update of PII Protection of Electronic Personal Identity Information' to reflect current
Implementation Plan campus incident response procedures, roles and responsibilities. **
ITSC-0607-03a | PIl Compliance Security This initiative updates the existing campus Personal Identify Information
Update of PII (Pll) inventory. **
Inventory
ITSC-0607-10 Roles & Security This initiative formally establishes all individuals using campus information
Responsibilities With resources have a role and responsibility to ensure the security of these
Respect to Info resources. **
Security
ITSC-0607-14 Security Offsite Security This identifies a mechanism for secure, offsite storage of backups of both
Storage of data essential and restricted data subject to legislative or regulatory
backups requirements. **
ITSC-0607-04 UCSC Electronic Security This initiative updates the current UCSC "Electronic Communications
Communications Policy Implementation Guidelines" to incorporate the August 18, 2005
Policy revision of the University wide Electronic Communications Policy (ECP). **
ITSC-0607-13 UCSC Password Security The UCSC Password Standard develops and adopts a standard
Standard identifying security and strength requirements for all passwords providing
access to UCSC systems or data. **
ITSC-0607-26 Wireless Security Security Wireless Security Standards is the development and adoption of minimum
Standards security standards for campus wireless networks and wireless devices
accessing UCSC's information technology infrastructure. **
Table 6.1: Definitely Proceed
7.2 Strongly Recommend
Initiative ID Initiative Name Priority Description
ITAIC-0607-01 Strategic Stabilization | The Strategic Communications Infrastructure Plan (SCIP) is a campus
Communications strategic communications plan through the year 2020 in support of
Infrastructure Plan reliable delivery of voice, video and data services. ! !
CSAC-0607-13 | Campus-wide Stabilization | This initiative makes CruzTime available to the campus at no charge.
Calendaring System
LTC-0607-03 Classroom Network Critical The Classroom Network Connections creates a standard of two network
Connections jacks for each General Assignment Classroom with provisions for annual
funding for network connectivity in all General Assignment Classroom
CCSC-0607-04 | End-User Stabilization | End user testing and release provides campus testing resources of new
Testing/Release software versions and ensures compatibility with existing releases of
Management operating systems, browsers and other campus software.

UC Santa Cruz
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LTC-0607-07 WebCT License Critical This is a request for funding support of the current WebCT LMS
Renewal Funding extending the license renewal for two years (June 2008).

CCSC-0607-05 | Asset Management Stabilization | The Asset Management System proposes a pilot system to support
System lifecycle asset management.

CCSC-0607-06 | Email Expanded Stabilization | The initiative provides expanded virus and spam functionality.
Virus/Span
Functionality

CCSC-0607-09 | Web Site Content Critical The Web Site Content Management System manages web page
Management System components (text, graphics, links, etc.) for a consistent campus web

presence and provides content creation and management tools.
CSAC-0607-02 | Campus Academic Critical A Campus Academic Planning System is a centralized curriculum
Planning System planning system providing improved planning and scheduling, integration
with AIS, and management of temporary academic staff.
Table 6.2: Strongly Recommend
7.3 Also Recommended
Initiative ID Initiative Name Priority Description
ITAIC-0607- Security Architecture Security This initiative provides minimum requirements for architecture and tools
07b Campus Incident necessary for investigations and forensics to manage and respond to IT
Response security incidents.
Management

CSAC-0607-05 | Faculty Online Critical A Faculty Online Recruitment Management module allows online
Recruitment employment application, support document archiving, application routing,
Management application review and tracking for faculty recruitments.

CSAC-0607-04 | Human Resource Critical This initiative includes assessment of campus HR business needs and
Information System recommends potential application candidate solutions.

ITAIC-0607-06 Patch management Security Patch Management secures network systems by identifying
vulnerabilities, detecting missing patches, and testing and applying
critical patches and updates.

ITAIC-0607- Security Architecture Security This initiative deploys and integrates nIDS (Network-based intrusion

07c Integration of nIDS and detection system) to detect critical security events by performing real-

Remote Vulnerability time detection scans.
Scan
Table 6.3: Also Recommended
7.4 Lesser Interest
Initiative ID Initiative Name Priority Description
CSAC-0607-12 | Contracts & Grants Critical This initiative is an analysis and risk assessment of the current Contracts
Awards and Proposal & Grants Awards and initiative Tracking System and recommends
Tracking System options for upgrade or replacement.
LTC-0607-04 Servers for New Critical This initiative creates a service to provide a bank of servers for faculty
Instructional Project instructional development.

LTC-0607-06 Web Archiving Critical The Web Archiving initiative expands the current UCSC web archiving
pilot to all lecture halls with seating capacity > 180 seats.

CSAC-0607-08 | Campus Enterprise Critical A Campus Enterprise Portal is a common framework for providing

Portal Project

information and services to a spectrum of UCSC constituencies
streamlining business processes, facilitating collaboration and access to
library services and supporting communications across campus.
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CSAC-0607-07 | Campus Events Critical The Campus Event Calendar replaces the current legacy calendar
Calendar applications with a stable and scalable campus events calendar.
LTC-0607-01 Digital Classroom Critical The Digital Classroom Project is structured in four phases to create
Project ubiquitous digital presentation environments for faculty in all General
Assignment classrooms via a Smart Panel standardized user interface.
CSAC-0607-03 | Enterprise Document Critical The Enterprise Document Management System archive documents in a
Management System centralized storage environment providing access control, advanced
document relationship management and advanced document retrieval
ability across campus.
LTC-0607-02 Faculty Instructional Critical This initiative is a request to fund five additional staff positions in the
Technology Support Faculty Instructional Technology Center (FITC) to provide expanded
technology support.
CSAC-0607-14 | Foundation Accounting | Critical Foundation Accounting Software replaces current legacy software
Software supporting accounting activities of the UCSC Foundation and University
Relations development work.
LTC-0607-05 Future LMS Critical This project engages the campus community and governance groups in
Assessment and a requirements gathering process and then assess available LMS
Implementation products against these criteria. Ultimately it will implement a new
Learning Management System service designed to meet the campus!s
future needs.
LTC-0607-09 Instructional Critical This initiative is a request for permanent funding of equipment
Computing Lab replacement in campus computer labs.
Equipment
Replacement Funds
CSAC-0607-06 | New Platform for Critical A New Platform for Academic Personnel Data (DivData) is a scalable,
Academic Personnel expandable, secure and adequately maintained academic personnel
Data information system.
ITAIC-0607-07 Security Architecture Security This Security Architecture initiative is standard process for assessing
Core Tech campus compliance with security policies and practices from a
technological standpoint and the vulnerability to potential security threats.
CCSC-0607-12 | Email Improvements Critical This initiative improves the web mail interface for CruzMail.
ITAIC-0607- Security Architecture Security This security architecture solution develops and deploys a secure remote
07a Implement Secure access solution allowing off site access to campus resources.
Remote Access
Solution
Table 6.4: Lesser Interest
7.5 Recommend Against
Initiative ID Initiative Name Priority Description
CCSC-0607-03 | End User training Stabilization | This initiative support ITS Support Center expanded training on common
IT support topics, including productivity tools, security, setup, connecting
to the network, UNIX administration and other technical skills.
LTC-0607-08 Student Response Critical This initiative implements electronic polling or survey capabilities in
System classrooms allowing real time interactions between instructors and
students.
CSAC-0607-11 | Campus One Card Critical A Campus One Card provides a single campus card ID used for access

to all eligible campus services.

Table 6.5: Recommend Against
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8 Appendix B - ITS Goals

ITS Goals were defined in FY06 to include:

8.1 Align IT resources with campus priorities

[Resource Allocation]

Unmet needs made visible and prioritized

Governance committees setting priorities, policies, and advising on resource
allocation

Accountability measured

8.2 Stabilize core IT services, including security

[Risk Re
|

duction]

PII, HIPPA, PCI policies and responses

1S-3 locally implemented

CruzMail, Network, and Servers stabilized
Business continuity/disastet recovery plan initiated

8.3 Create responsive, client-centered service delivery

[Service
|

Levels]

Instructional Technology review — restructure services, delivery
Divisional Liaisons and Service Level Agreements

Pilot projects such as asset management

Help Desk, Tech Support operational

8.4 Leverage IT investments

[Return on Investment]

Business Transformation Program (BTP)

Identity Management Project (CruzlD)

Web presence and applications

High Performance Computing clusters — Research
Servers consolidated

AIS/GARP stabilization

Distance learning innovation
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