
 

 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 

Information Technology Services 
Administrative Review 
Self Study — January, 2011 

 
Last Update: 1/11/11 

Version 1.0 
 

 
  
 
 
 
 
 
 
 
 
 
 
 
 
 

 



UC Santa Cruz Information Technology Services Administrative Review  ii 

Document Control 

Change Record 
 

Date  Author Version Change Reference 

12/20/10 Mary Doyle initial  

    

    

 

Reviewers 
 

Sign Off 
Date  

Reviewer Position Sign Off 

 Dario Caloss   

 Charlie McDowell   

 David Sonnenberg   

 

Distribution 
 

Copy 
Number  

Name 

1 Campus Provost Allison Galloway 

2  

3  

 



UC Santa Cruz Information Technology Services Administrative Review  iii 

Table of Contents 

DOCUMENT CONTROL ...........................................................................................................................II 
Change Record........................................................................................................................................................ ii 
Reviewers ii 
Distribution ............................................................................................................................................................. ii 

TABLE OF CONTENTS...........................................................................................................................III 

1  EXECUTIVE SUMMARY .....................................................................................................6 
1.1  The Consolidated ITS Organization: Accomplishments and Challenges............................................. 6 

1.1.1  Accomplishments ................................................................................................................... 7 
1.1.2  Challenges ............................................................................................................................. 7 

1.2  Infrastructure:  Progress and Work to be Done .................................................................................... 8 
1.2.1  Progress................................................................................................................................. 8 
1.2.2  Work to be Done .................................................................................................................... 9 

1.3  Looking Forward .................................................................................................................................. 9 
1.3.1  Collaboration among the UC Campuses............................................................................... 9 
1.3.2  The Cloud .............................................................................................................................. 9 
1.3.3  High Performance Computing and Networking .................................................................. 10 
1.3.4  The Mobile World ................................................................................................................ 10 

2  INTRODUCTION AND METHODOLOGY .........................................................................11 
2.1  General Introduction ........................................................................................................................... 11 
2.2  Methodology ....................................................................................................................................... 11 

3  INFORMATION TECHNOLOGY AT UC SANTA CRUZ ...................................................13 
3.1  Overview of Campus Information Technology and the ITS Organization......................................... 13 

3.1.1  The Formation and Features of the Initial ITS Organization ............................................. 13 
3.1.2  What Made the New Organization Different? ..................................................................... 14 
3.1.3  Accomplishments and Challenges ....................................................................................... 16 
3.1.4  Current ITS Organizational Structure................................................................................. 17 
3.1.5  Current ITS Leadership ....................................................................................................... 17 

3.2  Operational Units ................................................................................................................................ 17 
3.2.1  Applications and Project Management (APM).................................................................... 17 
3.2.2  Client Relationship Management (CRM) ............................................................................ 18 
3.2.3  Client Services and Security (CSS)...................................................................................... 19 
3.2.4  Core Technologies (CT) ...................................................................................................... 20 
3.2.5  Learning Technologies ........................................................................................................ 21 



UC Santa Cruz Information Technology Services Administrative Review  iv 

3.2.6  Research and Faculty Partnerships  (RFP)......................................................................... 21 
3.3  ITS Administrative Units.................................................................................................................... 22 

3.3.1  Budget and Resource Management (BRM) ......................................................................... 22 
3.3.2  Office of the Vice Chancellor, Information Technology (VCIT) ......................................... 22 

3.4  ITS Resources ..................................................................................................................................... 23 
3.4.1  Budget .................................................................................................................................. 23 
3.4.2  Information User Funding Model........................................................................................ 25 
3.4.3  Data Center Cost Model...................................................................................................... 25 
3.4.4  Implications of the Campus Budget Process ....................................................................... 25 
3.4.5  Sustainability ....................................................................................................................... 25 
3.4.6  Staffing................................................................................................................................. 26 
3.4.7  IT Governance at UCSC...................................................................................................... 27 
3.4.8  IT Planning at UCSC........................................................................................................... 28 
3.4.9  Constituencies and Partnerships ......................................................................................... 29 

4  THE UCSC TECHNOLOGY ENVIRONMENT...................................................................30 
4.1  Technology for Teaching and Learning.............................................................................................. 30 

4.1.1  Overview .............................................................................................................................. 30 
4.1.2  Learning Technologies Support for Teaching and Learning .............................................. 31 
4.1.3  General Assignment Classrooms......................................................................................... 31 
4.1.4  Instructional Labs................................................................................................................ 34 
4.1.5  Learning Management and Faculty Support – eCommons ................................................. 35 
4.1.6  ITS Divisional Support for Teaching and Learning ............................................................ 38 
4.1.7  Discipline-Specific Learning Spaces ................................................................................... 39 
4.1.8  ITS Divisonal Learning Management and Faculty Support................................................ 39 

4.2  Technology to Support Scholarship and Research ............................................................................. 40 
4.2.1  Current status ...................................................................................................................... 41 
4.2.2  Meeting constituent needs.................................................................................................... 43 
4.2.3  Aligning with Constituent Priorities.................................................................................... 44 
4.2.4  Use of Resources.................................................................................................................. 45 
4.2.5  Communication.................................................................................................................... 45 
4.2.6  Looking Forward ................................................................................................................. 45 

4.3  Technology Infrastructure................................................................................................................... 46 
4.3.1  Telecommunications Infrastructure..................................................................................... 46 
4.3.2  Systems and Applications Infrastructure ............................................................................. 51 

4.4  Support Services ................................................................................................................................. 56 
4.4.1  Current Status...................................................................................................................... 56 
4.4.2  Meeting Constituent Needs .................................................................................................. 57 
4.4.3  Communication.................................................................................................................... 58 
4.4.4  Looking Forward ................................................................................................................. 58 

4.5  Security ............................................................................................................................................... 59 
4.5.1  Current Status...................................................................................................................... 60 
4.5.2  Meeting Constituent Needs .................................................................................................. 60 
4.5.3  Aligning with Constituent Priorities.................................................................................... 61 
4.5.4  Use of Resources.................................................................................................................. 61 



UC Santa Cruz Information Technology Services Administrative Review  v 

4.5.5  Communication.................................................................................................................... 61 
4.5.6  Looking forward .................................................................................................................. 61 

5  LISTS OF APPENDICES, CHARTS, FIGURES, AND TABLES ......................................64 
5.1  List of Appendices .............................................................................................................................. 64 
5.2  List of Charts....................................................................................................................................... 64 
5.3  List of Figures ..................................................................................................................................... 65 
5.4  List of Tables ...................................................................................................................................... 65 

 
 



UC Santa Cruz Information Technology Services Administrative Review  6 

1 Executive Summary 

This self-study was requested by the Campus Provost and Executive Vice  
Chancellor (CP/EVC) as a preliminary step for the upcoming external review of 
Information Technology Services (ITS) at UC Santa Cruz.  The study and review 
present an opportunity for ITS to examine and reflect on its creation, evolution, and 
performance over the past several years and to provide the campus with a window 
into the operation of this complex organization. Another goal of this self-study is to 
clarify the roles, responsibilities and work of the ITS units for the campus 
community. 

The study covers numerous topics and issues, some of which are themes that this 
summary highlights. The consolidated ITS organization and its strengths and 
shortcomings are important considerations in this review process. After five years, 
how efficient is the organization?  How well does it meet campus needs?  How 
effectively does it communicate?  The EVC requested that this study examine these 
questions. 

After an introduction and brief explanation of methodology, the study reviews the 
IT environment at UCSC including the formation of the division of Information 
Technology Services (ITS) and its component parts.  The study then presents an 
overview of resources, staffing, governance, and planning. 

The second major section of the study addresses technology for the mission-critical 
campus functions of teaching and learning, scholarship, and research. Finally the 
study examines IT infrastructure, the delivery of service to the campus, and the state 
of IT security. For each of these functions, the study addresses the questions posed 
by the EVC. 

1.1 The Consolidated ITS Organization: 
Accomplishments and Challenges 

Just over five years ago, Business and IT Transformation programs took dramatic 
steps to consolidate previously distributed and inefficient administrative functions. 
In many ways, consolidation saved IT at UC Santa Cruz.  Campus infrastructure was 
in disarray; ‘service’ was not in the vocabulary of the Computing and 
Telecommunications Services (CATS) organization; many parts of the organization 
existed in silos; the campus was frustrated and angry. The new organization attended 
to many of these long-standing problems with the delivery of technology services on 
the campus.  It directly addressed the lack of coordination among central and local 
IT units, and it focused on improved service, stability of the IT environment, and 
improved communication with the campus.  This section addresses the impact of 
organizational changes on the IT environment at UCSC. 
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1.1.1 Accomplishments 
A main goal of the consolidated IT organization was stabilization of the technology 
environment. Through the work of service teams, and one of the first Service Level 
Agreements, concerted efforts stabilized campus email and calendar services, 
CruzMail and CruzTime respectively. Although support for CruzMail is currently 
below our desired level due to the departure of key support personnel, it 
experienced no major unplanned outages in 2010. Google’s email service, Gmail, 
was rolled out to students beginning in fall 2009 and fully implemented in spring 
2010. According to survey responses in fall 2010, students are very pleased with the 
service. The campus is currently evaluating a move to Google Apps for Education 
for faculty and staff email and calendaring. CruzTime, the UCSC Oracle calendar, is 
currently hosted at UC Berkeley with a planned replacement within the next twelve 
months depending on the outcome of Google contract negotiations. 

A number of other initiatives within ITS have contributed to increased efficiency 
within the division.  With diminishing resources, both human capital and funding, 
the applications development and support unit has identified a manageable set of 
development platforms and is providing only limited support for a number of other 
tool sets. This move is intended to strengthen support in key areas and create an 
ability to cross train and deepen support. Also in the applications area, ITS has 
broken down historical funding silos to create flexibility in staffing, maintenance, 
and support for key enterprise systems.   

The adoption of ITIL-informed service management and change management 
frameworks created an environment where the campus knows and understands 
services provided by ITS. Implementation of a managed desktop environment 
promises more efficient patching and upgrading of software and is creating energy 
savings.  

ITS has completed or made significant progress on other long-awaited projects to 
improve administrative efficiency and quality.  Examples include the replacement of 
the Curriculum and Leave Planning (CLP) and DivData systems, the new campus 
web presence, Identity Management, and eCommons, the Sakai learning 
management system.  

1.1.2 Challenges 
Although much progress has been made, there is still organizational work to be 
done in a number of areas. These include creating a balance between local and 
campus-level technology needs, moving beyond detailed accounting for the 2006 
reallocation of resources to form the ITS division, and completing some of the 
unfulfilled goals of the consolidation.  

The distinction between a ‘consolidated’ IT organization and a ‘centralized’ 
organization is important.  Even though many of today’s ITS Customer 
Relationship Management (CRM) staff were local or divisional IT support staff 
before consolidation and these staff members are now part of the consolidated 
division, they continue to serve as local support for the divisions.  This model 
carries with it an organic local-central tension derived from the nature of the work. 
The division is working to take advantage of development and innovation at the 
local level to support campus-wide needs, as well as development and standards at 
the center that can be deployed to support needs at the local level. 
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The campus collective memory is long. At the time of consolidation, the divisions 
‘gave’ existing IT support staff to the central organization.  To this day, many 
assume that whatever resources they ‘gave’ will remain intact regardless of the 
number or magnitude of reductions in the ITS budget.   

Even with the improvements in support, stability, and predictability of services, 
reflected in the fall 2010 campus ITS survey, some campus constituents view central 
ITS services as unresponsive, bureaucratic, and costly. On the other hand, the 
divisions view the local ITS staff as part of their organizations and draw a clear 
distinction between local and central support.  

The consolidation of IT at UCSC intended to leverage campus-wide resources to 
deliver improved service, a stable and secure environment, predictable processes, 
and equitable costing models. Many of these promises have been met.  However, 
work continues on remaining issues. 

Server consolidation, that is, providing a secure, well-managed data center 
environment for all campus administrative servers has yet to be realized.  In part, 
capacity of the data center limits our ability to achieve this goal.  In addition, costing 
models that charge for server support in the data center are seen as more expensive 
than the ‘free’ server housing under desks and in utility closets. 

The campus committed to invest in information technology as a high priority at the 
outset of the consolidation. As the budget situation continued to decline, that 
commitment was delayed or abandoned in order to meet steep reductions imposed 
by the state and the UC system. This lack of investment is perhaps best seen in the 
deterioration of the IT infrastructure summarized in the next section, but also 
impacts learning technologies, security, and support services as well. 

1.2 Infrastructure:  Progress and Work to be Done 
In addition to the organizational changes that accompanied consolidation, ITS also 
completed a number of technology advancements to address long-standing 
problems with basic IT infrastructure. Network connectivity, the 
telecommunications infrastructure, and the data center all show progress, but 
considerable work remains to bring the overall IT environment up to expectations 
for a modern research university.  

1.2.1 Progress 
The campus connects via fiber to California’s regional network, CENIC, at a 
respectable 10gbps. The work on this connection was completed in 2009 after a 
project lasting several years.  This upgrade sets campus connectivity on a par with 
other research universities.    

The upgrade of the Aastra/Intecom telephone system in late 2009 added stability 
and new functionality to the aging voice infrastructure and provides the framework 
for convergence of voice, data, and video over the data network.   

A number of changes in the data center over the past several years transformed the 
facility into a modern, well-designed and managed Tier 1 center. One example of 
the work that has enhanced the facility is the replacement of the power distribution 
system that produced more predictable service at while at the same time delivering 
utility cost savings for the campus. In addition, the data center virtual server 
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environment is saving both space and utility costs, and creating the capacity to host 
and manage clusters like the Human Genome Project. 

The recent upgrade of firewalls in the data center is another step toward a more 
manageable central computing environment. 

1.2.2 Work to be Done 
While some progress has been made, the campus telecommunications infrastructure, 
in general, is in deplorable condition. Equipment has long exceeded its useful life.  
Connectivity is patchy and equipment failure is the norm. 

The creation of a Telecommunications Master Plan (TMP) promises to deliver the 
roadmaps for the future improvement of all aspects of connectivity to and within 
the campus.  Work on the plan is nearly complete and implementation should 
commence within the next several months, but it threatened by high costs capital 
and operating costs. 

The CENIC fiber connection delivers possibilities for high speed computing and 
high performance networking previously not available, connectivity must reach 
inside the campus borders to buildings, offices and labs. Considerable investment 
will be required to take full advantage of enhanced network speeds.  

1.3 Looking Forward 
In addition to describing the current status of information technology at UC Santa 
Cruz, this report contains outlines of plans for the future.  For the most part, these 
are near-term plans for one to three years in the future.  Work on longer-term 
strategic direction will be guided by the Information Technology Strategic Planning 
Framework which will be included in the yet to be developed IT Strategic Plan. The 
following important trends will drive IT direction over the next few years.  More 
specific activities are included in the “Looking Forward” tables in Section 4. 

1.3.1 Collaboration among the UC Campuses 
As a result of the July 2010 Regents’ resolution directing the system to adopt 
common best practice administrative systems, the campus is examining 
opportunities to collaborate.  Currently, UC Berkeley hosts the campus Oracle 
calendar. In addition, Staff Human Resources and ITS have partnered with UC 
Berkeley, UC San Francisco, UC San Francisco Medical Center, and UC Irvine 
Medical Center to explore a collaborative implementation of a new Oracle Human 
Capital Management (HCM) system. 

1.3.2 The Cloud 
The future of services, particularly commodity services, from third parties over the 
network promises to take advantage of efficiencies and reduce costs over the long 
term. ITS recognizes that faculty, students and staff already take advantage of 
free/low-cost cloud services on an individual basis. The most immediate 
opportunity under consideration as an institution is the move of faculty and staff 
email to Google Apps for Education.  Passing the hurdle of legal review through the 
UC Office of General Counsel may pave the way for third party arrangements with 
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other cloud-based services. As opportunities emerge, ITS will evaluate and explore 
them with the campus and in concert with other UC campuses. 

1.3.3 High Performance Computing and Networking 
Increased expectations for HPC and advanced networking from faculty researchers 
will drive investments in infrastructure and identification of future data center 
facilities. The Telecommunications Master Plan identifies high priority facilities for 
improved connectivity.  The San Diego Supercomputer Center holds promise to 
accommodate future growth in research clusters, storage, and high-speed, high-
volume data transfer. 

1.3.4 The Mobile World 
As mobile devices become the preferred choice for electronic communication 
among many constituents, the campus must acquire the capacity to provide 
information in a consumable form for the growing variety of mobile tools and 
platforms.  The UC iPod app and creation of consumable data streams are good 
first steps in this direction.  Continuing these efforts in a context of rapidly changing 
devices, connectivity options, and security/privacy issues is imperative. 
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2 Introduction and Methodology 

2.1 General Introduction 
The ITS Administrative Review is intended to be the first of a series of 
administrative unit reviews at UCSC.  It was requested by the Campus Provost and 
Executive Vice Chancellor (CP/EVC) who is responsible for general oversight of 
the review process.  The Vice Chancellor for Information Technology (VCIT) is 
responsible for the management of the review process.  Other campus roles in the 
self-study process include input from the Academic Senate and the Advisory 
Committee on Information Technology (ACIT).  

With a focus on key components of service to the campus community, this self-
study looks critically at Information Technology Services (ITS) at UC Santa Cruz. 
The study presents a comprehensive view of ITS and will inform an external review 
to be conducted during the spring of 2011. 

All materials for this study are available electronically at 
http://its.ucsc.edu/planning/external_review.php.  

To limit the length of the document, the study first describes the current ITS 
organization including its formation, functions of the operational units, and an 
overview of resources. It then concentrates on a few key areas.  

Section 4 highlights ITS support for the mission-critical areas of teaching and 
learning, scholarship and research.  It then reviews basic telecommunications 
infrastructure, applications and systems, service and support models, and security. 

As part of the self-reflection on the performance of ITS in each of these areas, the 
study responds to the questions posed by the CP/EVC.  These include: 

 How well does ITS meet constituent needs? 
 How well does ITS align with constituent priorities? 
 How efficiently does ITS use its resources? 
 How effectively does ITS communicate with the campus? 

For each key area, the study includes a description of the current status at UCSC 
including narrative, quantitative, and qualitative data; answers to the questions; and 
plans for future projects and activities.    

2.2 Methodology 
Data for this self-study were gathered from a number of sources.  Surveys of ITS 
staff and campus constituents provide the qualitative impressions of the IT 
environment at UCSC.  Performance statistics, both longitudinal and comparative 
provide a more quantitative view of the IT environment.  These statistical reports 
include service outage/uptime reports, network performance statistics, trouble ticket 

http://its.ucsc.edu/planning/index.html
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activity, data center usage and power consumption reports, budget and resource 
allocation summaries, and staffing reports. ITS directors and the VCIT developed 
the narrative sections. 

The content of the document was developed using advice and feedback from an ad 
hoc advisory group composed of assistant deans, faculty, and other senior campus 
managers. 

Staff from the Office of Planning and Budget, Institutional Research unit advised on 
the structure and content of the survey.   

ITS invited the entire campus population to participate in the survey.  706 faculty 
and staff (~22%) and 677 students (~4%) responded.  As part of the 706 faculty 
and staff, 154 ITS staff participated in the survey.  Although their responses did not 
differ greatly from overall results, they were filtered out of the general faculty and 
staff statistics cited in the survey charts in this report, leaving 552 faculty and staff 
participants.  More detailed survey results than those included in this report are 
available on request.  
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3 Information Technology at UC Santa Cruz 

3.1 Overview of Campus Information Technology and 
the ITS Organization 

UC Santa Cruz is an early adopter among a growing number of institutions who 
have moved to consolidated IT operations. The 2010 UC Regent Resolution on 
administrative efficiencies and the UC Berkeley Bain report on their organization 
both recommend the kinds of efficiencies created by the UC Santa Cruz IT 
transformation in 2005.  The 2010 Regents’ Resolution is included in Appendix A.  
A summary of the IT recommendations from the Bain report (p. 18) is included in 
Appendix B. 

This introductory section of the self-study provides the basic description of the 
division including its formation, organizational structure, operational and 
administrative units and their function, and an overview of divisional resources.  

3.1.1 The Formation and Features of the Initial ITS Organization 
In 2010, ITS was a five year old organization produced by the IT Transformation 
Program (ITTP) occurring between 2003 and 2007.  ITTP began as part of a larger 
campus move to increase administrative efficiency.  ITTP consolidated the 
information technology environment at UCSC into a single institutional support 
division.   

ITTP drove a campus reexamination of how information technology services were 
delivered, organized, and funded. The CATS organization, then housed in the 
Division of Business and Administrative Services, was viewed as unresponsive about 
service delivery and very insular. Media Services and Instructional Computing were 
separate units that provided classroom, student lab, and faculty instructional 
support. Instructional Computing was part of CATS, while Media Services was 
originally part of the Library organization. The local divisional units were hugely 
varied in quality, breadth and scope of offerings. Each of the technology units 
competed for resources and support within the framework of older, established 
divisions, which each also had their own IT organizations. 

The intention of the consolidation was to accomplish the following goals: 
 Align IT resources with campus priorities  
 Stabilize core IT services, including security  
 Create responsive, predictable, client-centered service delivery  
 Leverage IT investments by minimizing duplicated effort and expense 

Just prior to the launch of ITTP, the Division of Information Technology Services 
was created by combining CATS, Media Services, and Instructional Computing 
under the leadership of the newly created role of Vice Provost, Information 
Technology. 
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In creating the consolidated ITS division, UCSC clearly delineated resources that 
were to come to the new organization. By agreement with the campus, ITS accepted 
divisional staff who supported IT at least 50% or more of the time, and the 
divisions transferred an operating fund allocation of $3000/year per staff FTE to 
ITS. At the request of the divisions whose resources were to be consolidated, the 
campus decided not to transfer grant-funded staff or resources used to purchase 
computer equipment, software, and supplies, since very few permanent allocations 
for these purchases existed in the divisions.  In turn, divisions were, and still are, 
responsible for equipment, software and supplies. Progress has been made but there 
are still challenges associated with fragmented control over the IT environment as 
well as the benefits of a far more cohesive management of IT for the campus. 

Over the following four years, a three-phase process of organizational design and 
implementation led to the more complete Division of ITS by integrating a large 
portion of the local divisional technology services. The IT consolidation was 
designed to improve the delivery of information technology infrastructure, systems, 
security, and services to the UCSC campus.  In 2007, the Vice Provost position was 
replaced by a Vice Chancellor position. Documentation on the IT transformation is 
available in Appendix C. 

3.1.2 What Made the New Organization Different? 
The consolidated ITS organization was established around the principles of 
customer service including a clearly defined service catalog, service level agreements, 
and continued local service delivery as well as a discipline of well-managed projects.  
These features of the organization are summarized below. At the time of 
consolidation, the campus made a commitment to invest in and grow the capacity 
and quality of the campus information technology environment.  Campus 
aspirations of growth as a nationally recognized research university are dependent 
upon investment in IT. 

Important features of the new organization included a new management structure; a 
user-based funding model; a Client Relationship Management (CRM) unit; a 
Portfolio Management Group (PMG); the merger of Instructional Computing and 
Media services into Learning Technologies; and adoption of a service model that 
includes a campus level Service Level Agreement (SLA), a consolidated support 
center, a service catalog, and a formal change management process. The existing 
components and services in CATS became parts of the new organization. 

In addition to the groups and roles described above, the organization adopted a set 
of guiding principles – “Who We Are” that hold true today. (Appendix D.) 

 

3.1.2.1 The Divisional Liaisons and Local Support 
Recognizing the perceived loss of local support associated with the consolidation, 
and acknowledging the critical importance of those services, ITS created the CRM 
unit and the role of the Divisional Liaisons as an integral component of the new 
organization.  These positions form the foundation for the bi-directional 
communication between ITS and the campus divisions.  They play a unique and 
valuable role in representing the interests of the divisions to ITS and explaining the 
work of ITS to the divisions.  
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Divisional liaisons work in close coordination with their division on the 
management of divisional allocations to support the local IT environment.  Local 
service catalogs are a reflection of those alignments of local IT resources to the 
disciplines. 

As a body, the Divisional Liaison (DL) Council reflects the union of the academic 
and academic support divisions and provides federated points of view through 
representation on campus and IT committees, and serves as a bellwether of 
aggregated IT needs at the divisional level.   The DL Council works cooperatively to 
define and deliver incubation services, providing important capacity for the 
organization to respond quickly to the evolving campus environment while defining 
initial requirements and scope and vetting sustained service needs before more 
enduring investments are made. 

3.1.2.2 The Service Philosophy 
As part of the establishment of the division, ITS adopted a strong service 
philosophy based on the ITIL methodology and exemplified by a robust service 
catalog, service level agreements (SLAs) and structured service definitions. While 
recent budget reductions have taken a toll on resources, ITS remains strongly 
committed to service management.  The ITS service catalog has generated interest 
among other universities and is cited as one of the best examples of its kind by 
colleagues both within the UC system and beyond.  (Appendix E)  

Service management is based on the commitment to clearly define services for 
customers. To accomplish this, five questions drive service definitions.  These 
questions include: 

Customer-facing questions: 
 What is the service and how do I get it? 
 How do I get help? 
 What does it cost? 

ITS (internal) facing questions: 
 How does ITS support this service? 
 How does ITS provide this service? 

The ITS approach to service management includes service teams drawing on 
expertise from both clients and ITS staff from across the division. To track 
satisfaction with services, ITS conducts periodic surveys and focus groups with 
campus constituents.  

As part of the service philosophy, Change Management within the ITS Division is 
designed to minimize unintended service disruptions and maximize alignment to the 
business or academic environment as a result of changes to the production 
environment. The objective of the Change Management process is to ensure that 
standard methods and procedures are used, such that change can be dealt with 
quickly, with the lowest possible impact on service quality.  

Part of Change Management is preparedness for responding to emergencies of 
various kinds including technical problems and natural disasters.  To address lengthy 
outages, the division established the Divisional Operations Center (DOC), to bring 
together key personnel to manage events leading to recovery of normal operations. 
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3.1.2.3 Project Management 
Project Management represents another distinctive feature of the ITS organization.  
The process of defining and selecting projects for approval helps the division focus 
on the right initiatives, and controls the scope of highly complicated work. Well 
managed projects minimize budget and schedule overruns and introduce 
consistency and predictability into technology project work.  All projects can be 
classified based on the amount of work effort and risk. Project classifications scale 
from Class 1 (very small) to Class 5 (very large projects with campus-wide impact). 
The amount of documentation and required project management activities scales 
according to the project class.  Details of the UCSC Project Management 
Methodology are located in Appendix F. 

3.1.3 Accomplishments and Challenges 
In many ways, the IT consolidation met its goals. The governance structure for ITS 
provides campus input into the alignment of work to reflect campus priorities.  For 
example, a major thrust of work for the last two years has been updating the campus 
web presence, a project recommended by the Academic Senate and charged by the 
Chancellor as a partnership between ITS and University Relations.  Core services 
such as phone and email have been stabilized and now perform predictably.  ITS 
successfully completed the fiber upgrade bringing robust connectivity to the 
campus. Each year ITS and the CP/EVC update and sign the campus Service Level 
Agreement (SLA) that clearly outlines commitment and expectations for campus IT 
support. The consolidation has led to more efficient uses of resources through 
reduced duplication of effort in areas such as application development and server 
support.  The 2010-11 campus SLA is included in Appendix G. 

Even with a long list of significant achievements over the last five years, a sizable 
and costly backlog of work remains. While upgraded campus network connectivity 
has been realized through the dark fiber project, many areas on campus cannot take 
advantage of it because of obsolete cabling and electronics in our facilities. Campus 
demands for secure wireless network connectivity continue to grow, and increased 
reliance on software-based business solutions to drive campus efficiencies creates 
expectations for services that outstrip available resources.   

ITS resource limits have caused campus constituents to explore alternative and 
sometimes inefficient and more costly solutions when ITS is unable to respond in a 
timely manner.  What may seem like an expedient way to tackle needs, may in fact 
consume more resources in the long run and begin to reintroduce the undesirable 
conditions that the consolidation was intended to address.  

The challenges of creating the consolidated division are still fresh in the memory of 
the campus.  To this day, many assume that whatever resources they ‘gave’ will 
remain intact regardless of the number or magnitude of reductions in the ITS 
budget.  To assure that this is the case, some divisions have created time-consuming 
special arrangements with ITS to shelter specific ITS staff from potential layoff. 

While some have questioned the cost of adopting service management and project 
management as best practices, these disciplines have more than paid for themselves 
in the value and improved quality of service they have provided in delivering 
projects on time and within budget. 

In terms of general support for IT, no funding mechanism exists to augment ITS 
resources for enrollment growth or faculty hiring. With responsibility for hardware 



UC Santa Cruz Information Technology Services Administrative Review  17 

and software in the divisions, ITS can only advise on equipment replacement and 
software upgrades.  The differential investment on the part of divisions of the past 
continues to plague the campus’s ability move to achieve the objectives of the 
transformation.  

With each succeeding reduction in resources, it has become increasingly difficult to 
adhere to the original intent, design and promise of the consolidation; yet, the need 
to fulfill its promise has never been greater. 

3.1.4 Current ITS Organizational Structure 
The current ITS organization includes six operational units and two administrative 
units.  The structure of the division has evolved even since consolidation over the 
past several years with changes made to preserve service and efficiency in light of 
declining budgets.   A director heads each unit within ITS.  The directors are each 
technical experts in their own area of responsibility.   

In addition, the Divisional Liaisons (DLs) manage IT services for their respective 
divisions.  They provide the organizational link between ITS and the academic and 
support divisions and are an integral part of the ITS management structure.  Two of 
the directors also serve as DLs.The VCIT, the directors, and the divisional liaisons 
work as a single management team to consider and deliver coordinated alternatives 
and solutions to campus IT needs.  

Unlike other UCSC divisions, ITS does not have a structure of Assistant/Associate 
Vice Chancellors. Rather, the structure consists of directors who are subject matter 
experts with management responsibilities. Appendix H includes the high level ITS 
organization chart and links to organization charts of each unit within the division. 

3.1.5 Current ITS Leadership 
Today, ITS is led by the Vice Chancellor for Information Technology and CIO.  
The Vice Chancellor and the ITS Directors make up the Senior Management Team 
(SMT).  SMT meets weekly to manage divisional issues related to resource and 
staffing decisions and to set direction for the division based on input from campus 
leadership and constituents. SMT meets monthly with the DL Council to address 
common issues of concern within ITS and the campus divisions.   

Monthly meetings for all ITS managers engage those staff in conversations around 
strategy, leadership, direction, and sharing of project status.  

3.2 Operational Units 
ITS is comprised of six operational units responsible for delivery, support, and 
maintenance of systems, services and infrastructure to the UCSC campus.  These 
units provide typical IT functions to the campus but have the unique feature of all 
being part of the central IT organization. ITS staff are distributed broadly across the 
UCSC campus and beyond as seen in the location map in Appendix I. 

3.2.1 Applications and Project Management (APM) 
63.80 FTE 
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APM was formed in 2009 by combining the former Applications Solutions and 
Portfolio Management Groups into a new unit.  The retirement of an ITS director 
created the opportunity to affect this structural change in the organization and 
reduce the number of ITS directors by one.  

APM manages the design and development of enterprise computer applications for 
the campus. Responsibilities include IT application development, web services, 
support and maintenance of enterprise applications, application and data 
architecture, and data base administration. In addition, APM provides web services 
support for departments and the ongoing development of small to enterprise level 
applications. 

The unit is organized in the following four groups:  Academic Systems Group, 
Architecture & Infrastructure Group, Business Systems Group, and Project 
Management Group. 

APM reorganized in FY10 to align staff to campus lines of business and away from 
management based on historical funding models.  This realignment exposed 
numerous ways to eliminate duplicate or redundant efforts, to establish standards 
for a smaller number of sustainable technologies, and ultimately to provide staffing 
back-up in areas with historical lack of depth.  The unit today is smaller than its 
predecessors were four years ago, but significant progress has been made toward 
reducing the amount of risk in the campus’s application portfolio. 

 

3.2.2 Client Relationship Management (CRM) 
54.70 FTE 

Client Relationship Management (CRM) is responsible for managing many aspects 
of ITS working relationships with clients to render high quality service delivery and 
to maximize client satisfaction.  The CRM unit was formed in part by the 
consolidation of local IT support staff in the academic and support divisions into 
the newly established central ITS division.   

CRM staff serve in roles as Divisional Liaisons (DLs) and Local IT Specialists 
(LITS).  These staff provide specialized services to the academic and institutional 
support divisions.   

The main responsibilities of CRM staff are: 
 Understanding what the client is asking for, and needs 
 Executing or delivering what the client is requesting 
 Predicting what the client will need in the future 
 Delivering targeted communications to respond to client needs 
 Aggregating campus IT requirements and incubating service to respond to 

immediate needs 
 Providing high-touch and trusted inter-organizational management and 

communication; advocating the client perspective throughout the IT 
organization. 

As part of a client-centric focus, the CRM unit assesses both individual needs and 
organizational or unit needs. 

An unexpected benefit of the formation of CRM has been the strengthened 
relationships among IT support staff.  Prior to the consolidation local IT support 
staff had very little, if any contact with their counterparts in other divisions.  The 
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new organization created an organizational venue for mutual support, sharing of 
expertise and collaboration.  The DL council meets weekly and provides an 
opportunity for focus on cross-cutting issues and generation of common solutions. 

In the period from 2008 to present, a number of changes have taken place within 
the CRM unit.  These include the migration of the ITS Support Center and Standard 
Desktop Support Services from CRM to the Client Service and Security (CSS) 
Group.  With the retirements of a Divisional Liaison and the Director of CRM, the 
unit was reorganized into academic and academic support groups.  In 2009 the 
physical security group moved from APM to CRM. The ITS organization chart is 
located in Appendix H. 

Through the pooling of resources and expertise to support instruction, research and 
the businesses that support the institution, these organizational changes have 
positioned the CRM unit to continue its commitment to client needs, in spite of 
several waves of budget reductions.  

3.2.3 Client Services and Security (CSS) 
27.00 FTE 

Client Services and Security (CSS) delivers services in three areas: 

Support  

The Support Center provides assistance, information, and referral for all 
ITS services. CSS connects clients to ITS technicians to provide services, 
answer questions, and resolve computing problems as quickly as possible. 
CSS delivers desktop support services. 

 Services  

CSS Service Managers, informed by ITIL-based service management, 
maintain the ITS Service Catalog and Service Level Agreements (SLAs), and 
manage changes to services such as email, calendar, desktop support, data 
center and wireless networks. CSS also facilitates access to software with 
UC educational/volume discounts. 

Security  

CSS manages risk through development of information security policies and 
practices, computer security education and training, and business continuity 
and disaster recovery plans for ITS. The CSS director is the Information 
Security Officer (ISO) for UCSC. 

The Support Center is the primary support contact for ITS services (459-HELP, 
help@ucsc.edu, itrequest.ucsc.edu). ITS uses a common system to track IT requests 
and handled over 47,400 tickets in 2009-10 with the Support Center resolving 
33,600 (70%) of those. Other staff within ITS were responsible for resolution of the 
remainder of the requests for help. The unit recently launched support tools to 
enable more remote assistance and remote desktop management on nearly 4,000 
desktops.  

The ITS Service Catalog and SLAs, launched early in the consolidation process, 
continue to mature to better inform clients of services and to set service 
expectations. Service management practices introduce new campus offerings. Two 
recent examples are secure wireless and virtual data center services. They also 
coordinate service changes, such as last year’s move of student email and 
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administrative calendar services to external providers (Google and Berkeley).  The 
ITS service catalog has earned accolades from colleagues across the country as 
exemplary work. 

CSS administers a formal change management process.  Proactive outage 
notification makes campus partners and clients aware of changes through a defined 
and managed outage scheduling and communication process.  The maintenance 
calendar is available on the ITS web site and ITS maintains a commitment to track 
changes and keep unplanned client impacts to a minimum.   

The security function of CSS includes the Information Security Office (ISO) and 
staff who develop and maintain key IT security policies and compliance programs 
for protection of sensitive data. Regular IT security awareness campaigns and 
training are tailored for campus system stewards, faculty/staff, students or IT 
specialists. CSS works with ITS units to document business continuity plans in 
UCReady, a common University of California repository for such plans.  During 
2010 a security training requirement was established with ITS.  97% of ITS staff 
completed the training. ITS security training materials are included in Appendix C. 

3.2.4 Core Technologies (CT) 
52.95 FTE 

Core Technologies manages consolidated IT systems resources and is charged with 
providing a secure and stable computing environment for the campus. 
Responsibilities include:   

Data Center Operations 

Manages the infrastructure, systems, and security in support of enterprise 
and departmental applications including AIS, FIS, campus email (CruzMail), 
Web, etc. and hosts major research applications such as those belonging to 
Astrophysics and Genomics.  

Network Operations Center 

Manages the campus telephony system, cellular system, data network (both 
wired and wireless), wide area connectivity, and 800 MHz emergency radio 
system.  

Telecommunications Services 

Manages requests for telecommunications services, field operations 
maintenance, repair, and installation; and major infrastructure engineering, 
design, inspection, and installation for new building capital construction or 
major remodel projects.  

CT has been a leader in examining the most cost effective way of delivering core 
services through consolidation or external sourcing.  As a result of its efforts in this 
area, UCSC was one of the first campuses to consolidate an application on another 
campus (Oracle Calendar – CruzTime has been hosted on the UC Berkeley campus 
since 2009.). The campus has also outsourced student email to Google and is 
preparing to undertake similar actions for faculty and staff email and calendar. 
UCSC, through Core Technologies, was the first UC campus to utilize the shared 
data center at SDSC and has been a leader in virtualization technologies to conserve 
data center space, power, and cooling when compared to physical server 
technologies. It has also recently completed the activation of the 10G dark fiber 
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project, which will enable greater research opportunities for faculty once funds are 
secured to distribute its power and functionality.  

Coordination with Physical Planning and Construction (PP&C) and Planning and 
Budget (P&B) on capital projects has improved significantly over the past several 
years, reducing the potential for costly implementation failures and increasing long-
term efficiency by including technology needs early in the building planning process. 

The rollout of a new Data Center funding model addresses some of the financial 
inconsistencies that have resulted in system capacity and reliability issues. This 
funding model is discussed further in 3.5.3.  

Core systems are supported by very committed and skilled staff and this certainly 
represents one of ITS’ greatest strengths. 

3.2.5 Learning Technologies  
23.65 FTE 

Learning Technologies manages a portfolio of broadly leveraged services and 
systems that enable and enhance student-centered learning. Learning Technologies 
integrates with other ITS support providers, both local and central, and works with 
the campus community to envision, plan, and use central technology and media 
solutions in support of teaching and learning. Learning Technologies:  

 partners with faculty, departments, and divisions to achieve their 
instructional technology objectives in support of the academic mission  

 works collaboratively with local support staff and campus-wide committees 
to align ITS solutions with broader campus objectives  

 based on continuous interaction with partners, establishes the strategic 
direction for campus-wide instructional technology solutions  

Learning Technologies consists of four groups: Learning Spaces Operations, Media 
Systems Engineering, Computer Systems Integration, and Instructional 
Support/Media Development.  Following ITS Service Management practices, 
Learning Technologies staff may act as service managers, oversee a service team or 
participate on service teams, and have responsibilities that require collaboration 
across units, divisions, and the campus. 

A notable recent success of Learning Technologies is the launch of eCommons, the 
UCSC instance of the Sakai learning management environment discussed further in 
4.1.5. 

3.2.6 Research and Faculty Partnerships  (RFP) 
2.0 FTE 

IT consolidation promised the ability to dedicate resources at a campus-wide level to 
improving the competitiveness of the academic enterprise using opportunities 
available to an information technology organization. First, through the development 
and creative application of state-of-the-art information technology, new avenues of 
research and approaches to instruction leverage the power of this technology in 
support of the information intensive activities of research and education. Second, by 
monitoring funding opportunities for the integration of information technology into 
academic activities and for the implementation of new IT infrastructure for society, 
a consolidated IT organization helps fund improvements in the campus 
infrastructure, alleviating some of the pressure on state and research overhead 
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funds. The Research and Faculty Partnerships (RFP) unit was formed to deliver on 
these promises. To date, RFP has submitted or partnered in a number of funding 
proposals.  Currently, the NSF is reviewing a proposal for a dynamic circuit 
implementation to support on-demand research in areas like particle physics, 
genomic sciences, and planetary sciences. 

RFP has only two permanent FTE. Both have PhDs (Computer Science and 
Chemistry, respectively), and extensive experience in a Carnegie RU/VH research 
environment in general, and at UCSC in specific (25 and 30 years, respectively). 

The director has an Adjunct appointment in Computer Engineering, and is funded 
30% by gift funds through a collaboration he has developed as a part of his Adjunct 
appointment with Cisco Systems (the “Network Management and Operations” or 
NMO Lab).  

3.3 ITS Administrative Units 
ITS is supported by two administrative units, Business and Resource Management 
and the Office of the Vice Chancellor.  These units provide all business and 
administrative support for the division. 

3.3.1 Budget and Resource Management (BRM) 
6.0 FTE 

The ITS Budget and Resource Management group provides strategic financial 
planning and analysis for the vice chancellor and directors of Information 
Technology Services. This unit manages all fiscal operations for the division’s $23 
million budget.  BRM deals with complex operational requirements due to 
management of recharges and the associated rate setting, multiple fund sources, 
multiple billing requirements, multiple employee union requirements, multiple 
locations, and high value technology contracts and acquisitions. 

The Budget and Resource Management (BRM) unit provides the division with the 
following services: 

 Financial management and analysis 
 Budgetary planning and development 
 Rate development and services costing 
 Space planning and facilities coordination 
 Business operations support and planning 
 Administrative program coordination and oversight  

3.3.2 Office of the Vice Chancellor, Information Technology (VCIT) 
6.0 FTE 

The Office of the Vice Chancellor, Information Technology provides leadership, 
direction, and support for the Information Technology Services (ITS) organization 
at UC Santa Cruz. 

In addition to the Vice Chancellor, the office includes staff who provide all 
administrative support for the 234 FTE in ITS.  This includes coordinating group 
meetings, managing the office of record for the VCIT, staffing meetings as needed, 
making divisional purchases and providing administrative support for high priority 
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divisional initiatives and projects.  Finally, the remaining staff member in the VCIT 
office serves at the communication coordinator for the division.  The VCIT office 
distributes numerous announcements and advisories to the campus through the 
communication coordinator. This staff member also serves as backup for the 
division’s disaster recovery/business continuity function. The ITS Communication 
Plan is included in Appendix J. 

3.4 ITS Resources 
This section provides an overview of ITS sources and uses of funds and a summary 
of ITS staffing.   

3.4.1 Budget 
Several fund sources contribute to the ITS budget.  In the current fiscal year FY10-
11, state general funds account for 60% of the permanent ITS budget.  Information 
User funds generate another 24% and the division estimate that recharge operations 
will account for 13%.  Chart 1 below displays the distribution of ITS budget by 
fund. Chart 2 displays the distribution of ITS budget by unit within the division. 

 

 
Chart 1 — ITS budget by Unit 
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Chart 2 – ITS Permanent Budget by Fund Type 

*Permanent budget includes $1.5 million in continuing one-time allocation 

 

State budget challenges in California impact UC Santa Cruz and all the UC 
campuses.  UCSC took steps early in 2010 to estimate budget changes for 2010-11, 
the current fiscal year.  All divisions including ITS took permanent budget 
reductions beginning in July 2010. The ITS budget was reduced by 6.5% or $1.34 
million.  This cut came on the heels of two previous years of reductions bringing the 
total loss in the ITS permanent budget to over $4 million or approximately 16% in 
three years.   In addition, one-time cuts deepened the impact to the resource base in 
ITS in the last two fiscal years.  

ITS established a number of budget principles to manage resource reductions with 
the understanding that in some cases these actions will reduce service levels and 
increase risk: 

 Leave open positions unfilled 
 Only recruit for critical positions and re-assign workload towards highest 

priority projects and programs 
 Strategically reduce administration through retirements and reorganizations 
 Reduce non-salary operating funds 

In spite of the budget reductions described above, the division received designated 
new funds for the implementation of the new learning management system 
eCommons, the web redesign project and web content management system, and the 
Human Capital Management (HCM) system.  The campus designated these highly 
visible projects as high priority.  

Additional budget and resource information is included in Appendix K. 
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3.4.2 Information User Funding Model   
The development of a funding model for IT services was one of the goals of the 
overall IT consolidation effort.  This funding model was intended to create 
predictability for ITS in terms of resource planning and for customers in terms of 
knowing what their cost for IT services would be.  Additionally, the model was 
intended to create a services-based framework in which campus decisions regarding 
increased investments in IT services could be rationally made. 

After much work and campus collaboration, the Information User (IU) model, 
which allocates costs for certain IT services based on a per FTE assessment, was 
implemented in July, 2008. 

The budgetary crisis that emerged in fall 2008 resulted in layoffs, a declining FTE 
base, and further decreases in the IU revenue base for critical ITS-provided services 
in spite of escalating costs. The model's reliance on a headcount-based metric 
underlines a flaw in a model which largely funds services with significant fixed costs 
that do not directly correlate to FTE counts (e.g., network and telephony 
infrastructure). With further declines in FTE counts anticipated and new facility 
growth (McHenry, BioMed, Digital Arts), this problem will likely get worse. 

Additional information about the Information User Funding Model is included in 
Appendix L. 

3.4.3 Data Center Cost Model 
Considerable work over the past two years has produced a new cost model for data 
center services.  Prior to the adoption of the new model, charging for these services 
had been based on myriad unique historical agreements.  The framework for the 
new model clearly defines specific services and their costs based on metrics and 
actual customer consumption of services.  Additionally, the new model includes a 
process to work annually and directly with campus constituents on the services they 
consume. 

3.4.4 Implications of the Campus Budget Process  
In part due to the unpredictability of the state budget and changes at the UC Office 
of the President, UCSC has suffered from a lack of clarity about the campus budget 
process. With the appointment of a new CP/EVC in September 2010, the campus 
anticipates a new approach to the budget process. Clear articulation of campus 
priorities and expectation for all divisions, not just ITS, will provide much needed 
guidance in the allocation of resources and the prioritization of investments into the 
future. 

3.4.5 Sustainability 
ITS contributes to campus sustainability efforts in a number of ways.  These efforts, 
in turn, conserve and extend resources.  Examples of working ‘greener’ include: 

 Use of videoconferencing between campus and 2300 Delaware to minimize 
trips between locations.   

 Adoption of a virtual data center environment reduces power consumption 
and extends the capacity of the campus data center.  Chart 4 below displays 
the impact of virtual servers on power consumption. 
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 Planned replacement of a rack of voicemail equipment with a virtual 
environment will generate power and space savings 

 Wireless controllers for the modernized campus dispatch function will also 
save power 

 Battery recycling reduces pollution and supports the campus sustainability 
goals 

 Electric powered vehicles are power-efficient and reduce use of gas-
powered vehicles 

 Control panels in classrooms are automatically powered down after a period 
of inactivity 

 Deployment of BigFix remote desktop management tools saves power and 
staff resources 

 E-waste recycling assures proper disposal of waste material 
 ITS staff, as members of the Staff Advisory Board, work on various campus 

sustainability initiatives 

3.4.6 Staffing 
ITS staffing levels have declined from 284 FTE in the second full year of the ITS 
division in fiscal year 2007-08 to 234 FTE in 2010-11.  The reductions impacted all 
units in the division. Chart 3 below displays 2010-11 ITS FTE by unit. 

Furthermore, during 2009-10, the UC System-imposed salary reduction/furlough 
program reduced divisional FTE by what amounted to another 40 FTE.  Other 
sections of this self study will describe the measures ITS has taken to mitigate the 
impact of these reductions on service to the campus. 

 
Chart 3 — ITS Staffing by Unit 
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Chart 4 – ITS Staffing by Fund Type 

The division will adopt the Career Compass methodology developed by UC 
Berkeley to more clearly define IT job titles and position descriptions.   

Additional staffing information is included in Appendix M. 

ITS is committed to a diverse and inclusive work environment.  Supporting this 
commitment is the ITS Diversity Plan included in Appendix N. 

3.4.7 IT Governance at UCSC 
Information technology (IT) governance provides advice, oversight, and contributes 
to campus strategies for IT at UCSC. One major function of governance is to focus 
on alignment: making sure that IT activities across campus support the mission and 
goals of the university. This linked site contains UC Santa Cruz’s two-year goals:  
http://planning.ucsc.edu/acadplan/docs/2yrGoals.Sep10.pdf   

The governance process helps the campus define the role of information technology 
in pursuing its mission. It promotes informed decision-making to advance the 
business and academic goals of UCSC. To accomplish this, campus and divisional 
representatives discuss and recommend strategies, high-level policies, and review 
and advocate solutions for issues facing the campus.  

IT governance consists of a parent committee, the Advisory Committee for IT 
(ACIT), and subcommittees with specialized areas of focus (e.g., Security). For more 
information about these committees, including their charge, their membership, and 
their schedules, please see Appendix O. In addition the Academic Senate 
Committee on Computing and Telecommunications (CCT) provides a venue for 
consideration and discussion of IT issues of interest to senate faculty. 

The following diagram depicts the relationships among various elements of IT 
governance at UCSC. 
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Figure 1 — ITS Alignment and Governance 

3.4.8 IT Planning at UCSC 
UCSC has no formal IT strategic plan.  As the new VCIT arrived on campus in early 
2008, one of the first steps toward creation of the IT strategic plan was conducting a 
retreat with all principal officers to explore the strategic importance of IT to the 
campus.  Campus executives responded to survey questions about their perceptions 
of the state of IT supporting teaching and learning, scholarship and research, 
administration, and student life.  They also weighed in on how the current state of 
IT aligned with a desired state in these mission critical areas.   

In addition to the retreat sponsored by the EVC, a retreat of the ACIT responded 
to the same set of survey questions and also rated the importance of major elements 
of the ITS service catalog.  The group developed a vision statement for IT at UCSC 
and began constructing a framework for IT strategic planning.  The framework 
document is included in Appendix P. This document provides guiding principles 
and general directives to inform the ITS strategic plan. The framework poses three 
foundational principles for information technology at UCSC.  Foremost, IT must 
support the campus mission, vision, and priorities.  The IT environment must be 
appropriately managed within available resources. Communication and transparency 
are a priority. 

The campus has articulated priorities that include: 
 Strengthen and maintain excellent and emerging core academic programs; 

develop new academic and professional programs in targeted areas.  
 Identify success factors for and barriers to substantially growing research 

over the next five years.  
 Enhance UC Santa Cruz's distinction and achievements in undergraduate 

education.  
 Develop focused plans for the campus's presence and partnerships in 

Silicon Valley.  
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 Prepare for UC Santa Cruz's first comprehensive fund-raising campaign.  

The IT vision statement is: 

“Create and sustain an exemplary technology environment to continually 
advance UCSC’s reputation as a top-ranked research university and the 
leading institution in the education of students.”   

Work on the IT strategic plan will continue with a target date for completion in AY 
2011-12. 

3.4.9 Constituencies and Partnerships 

3.4.9.1 Constituencies 
One of the major goals of the ITS Administrative Review is to understand how well 
the division meets the needs of its constituents and how well our priorities align 
with constituent priorities. How constituents are defined presents a challenge due to 
the many ways that information technology serves the campus.  Constituents could 
mean the traditional classes of individual users – faculty, staff, and students. 
Academic and institutional support divisions also may be considered constituencies.  
Constituents could also be defined in terms of the consumption of information 
technology services – desktop users, enterprise application stewards and users, high 
performance computing users, classroom and lab users, telephone customers, multi-
media users, and so on.   

ITS must also answer to external constituencies including the federal government, 
the state of California and the University of California system.  The study recognizes 
the need to maintain multiple perspectives on our user base as appropriate to the 
issue.   

3.4.9.2 Partnerships 
ITS participates in several key partnerships at UCSC and across the UC system 
including on system-wide committees and working groups.  In one of the highest 
priority efforts of the campus, ITS and University Relations jointly sponsored the 
redesign and deployment of a new campus web environment.  ITS and Business and 
Administrative Services (BAS) and its Staff HR unit partnered on the 
implementation of a Human Capital Management (HCM) system.  This partnership 
may extend to other campuses within the UC system with plans to deploy similar 
HCM environments.   
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4 The UCSC Technology Environment 

This section of the self-study describes the current status of ITS support for 
teaching and learning, and research and scholarship. It further reviews several main 
components of IT infrastructure at UCSC, including telecommunications, systems 
and applications, and service and process management.  For each component, the 
study addresses the questions posed by the EVC describing how ITS meets 
constituent needs and aligns with constituent priorities, and how efficiently ITS uses 
resources and how effectively the division communicates. Because the study 
examines only a few key areas, and ITS responsibilities are more wide ranging, 
additional information about IT support for each division is included in the 
divisional briefing papers in Appendix Q. 

For each major component of Section 4, a high-level organization chart highlights 
the key ITS units associated with that service.  For example, in 4.1 below, CRM and 
LTG are the two ITS units most closely associated with technology for teaching and 
learning. 

4.1 Technology for Teaching and Learning  

 
Figure 2 – ITS Units, Teaching and Learning 

4.1.1 Overview 
A number of ITS units and services support teaching and learning at UC Santa 
Cruz. The Learning Technologies group manages general university classrooms and 
labs, eCommons, the Sakai-based learning management system, and other 
instructional support services.  CRM through Divisional Liaisons (DLs) and local IT 
support specialists (LITS) provides direct support for faculty in both general and 
discipline-specific ways.  

This section explains how Learning Technologies and CRM work cooperatively, 
sometimes involving other academic support providers, to deliver client focused 
services to the campus. 

While not fully covered in this report, it is important to note that campus learning 
spaces extend beyond the classrooms, libraries, and labs to the residence halls, 
colleges, and other campus facilities.  In academic year 2009-10, UCSC housed 41% 
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of undergraduate students on campus. Each resident has a wired network port and a 
growing wireless network supplements the space between residences and college 
facilities.  This environment is provided to assist in supporting instruction as well as 
the campus life aspects that complement the academic experience of UCSC 
students. 

4.1.2 Learning Technologies Support for Teaching and Learning 
This section focuses on Learning Technologies’ four core service offerings: 
Learning spaces in the form of both general assignment classrooms and centrally 
managed instructional labs, the learning management environment 
(Sakai/eCommons), and faculty support.   

4.1.3 General Assignment Classrooms  

4.1.3.1 Current Status 
Learning Technologies supports all 86 general assignment classrooms1 on the UCSC 
campus. Planning for improvements and renovations is coordinated with the 
campus via the Registrar and the Subcommittee on Classrooms.  

Considerable one-time investments have been made over the past few years to 
create a near ubiquitous availability of classroom presentation technologies in 
general assignment classrooms.  Of the general assignment classrooms on campus, 
72 (or 83%) have some type of media package installed including three specialized 
distance education videoconferencing classrooms. By comparison, in 2006 only 57% 
of these general assignment classrooms were enhanced with technology.  

4.1.3.2 Meeting Constituent Needs and Aligning with Priorities 
Through rapid response, Learning Technologies keeps disruptions to instruction 
extremely low. For example, there have been 66 physical in-class responses to 
general assignment classrooms so far this academic year (as of November 2010) 
with an average downtime of less than 9 minutes. Historically, this average holds 
true, and given the topography of this expansive campus, it is an impressive statistic. 
This rapid response is consistently cited in feedback from faculty who appreciate the 
efforts to minimize impact on instruction. 

Faculty responses to survey question related to satisfaction with technology in 
general assignment classrooms are displayed in Chart 5.  Student satisfaction with 
technology in general assignment classrooms is displayed in Chart 6. 

 

                                                
1 General Assignment Classrooms are defined as those classrooms and labs scheduled by the Registrar 
for instruction and examinations. There are many classrooms and labs that are not under the purview 
of the Registrar’s Office and are controlled and scheduled by the Academic Divisions. 
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Chart 5 - Faculty Classroom Technology Satisfaction 

 
Chart 6 – Student Classroom Technology Satisfaction 

Learning Technologies offers a wide range of services to supplement and assist the 
instructional needs of faculty, students and staff. Services in general assignment 
classrooms include: 
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 install and support classroom media equipment in general assignment 
classrooms, including video/data projectors, computers, internet access, 
video and audio systems;  

 provide portable equipment, including projectors, laptop computers, and 
video cameras, from a checkout pool for both the instructor and students 
registered for a regular academic course; 

 offer media equipment orientations for classrooms and large lecture halls 
on request. 

Other classroom services are available for a fee including: 
 delivery, set-up, and removal of equipment to and from any classroom on 

campus. 
 event set-up and support outside regular course meeting times and/or 

locations, including nights and weekends. 
 Scantron exam scoring service for academic placement exams, quarter 

evaluations, midterms, and finals. 

In interacting with the Academic Senate Committee on Teaching and the Learning 
Technology Committee, Learning Technologies provides input to faculty and 
administrative leaders who make decisions about instructional technology priorities. 

Learning Technologies staff are involved with several collaborative working groups 
across the UC system to stay in touch with what other campuses are doing.  Sharing 
best practices, conducting environment scans and discussing emerging technologies 
enhances an understanding of local instructional support needs. 

4.1.3.3 Use of Resources 
Standard media packages for general assignment classrooms create easy-to-support 
learning spaces as well as predictable and easy-to-use technology for faculty, 
graduate student instructors, and students. Learning Technologies staff generally 
work between quarters to test and update equipment in classrooms so that the 
spaces experience as little downtime during instructional periods as possible.  The 
classroom hotline number allows faculty to request and receive immediate response 
for assistance in general assignment classrooms. In addition, many classrooms are 
used for conferences and other academic and administrative events in summer and 
in times when courses are not scheduled to maximize the benefit of these spaces to 
the campus. 

4.1.3.4 Communication 
In addition to adopted service management methodologies, Learning Technologies 
uses direct two-way communication with constituents. Learning Technologies staff 
work with faculty at the beginning of each quarter to provide on-site orientation to 
the technology provided in their classrooms.  This preparatory time addresses most 
urgent needs and serves to collect feedback on ways to improve spaces to better 
meet their needs.   

4.1.3.5 Looking Forward 
 

Name of Initiative Intended Outcome Issue Addressed 

Refresh classroom technologies 
and complete media package 
deployment 

All general assignment 
classrooms are equipped with 
standard media packages as 

Brings value to the teaching 
and learning environment by 
making lecture content 
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appropriate for their size and 
use. 

available in a form for 
students to use at their 
convenience 

ADA compliance Assistive technology standards 
in place; students with special 
needs have equal access to 
tools for success 

Current approach to 
assistive technology needs 
tends to be ad hoc, 
inefficient, and not well 
coordinated 

Table 1 – Plans for Classroom Technology 

4.1.4 Instructional Labs 

4.1.4.1 Current Status 

In addition to the 86 general assignment classrooms, Learning Technologies 
manages 10 small to mid-sized instructional labs consisting of approximately 350 
computers distributed across campus. While the physical space (asf) is controlled by 
the Academic Divisions, Learning Technologies manages the equipment in the labs, 
runs the service, and schedules the use of the labs.  Equipment in the labs is 
replaced on a 3 to 4 year cycle and software is updated as needed by quarter to meet 
instructional needs.  

When not used for instruction, the centrally managed instructional labs serve other 
purposes such as open access labs for students, faculty and TAs and as hands-on 
computing spaces that can be scheduled for episodic use (primarily workshops).  
These labs are additionally used for summer conferences.  

Over the past five years, Learning Technologies has observed that instructional use 
of labs is increasing. The types of courses being taught in labs often involve 
collaborative group work (e.g., “peer programming” in Computer Science). This 
reflects a broader trend in education that emphasizes collaborative learning and 
underscores the need to have access to environments that allow students to use 
computers in groups.   

Printing is available in all the instructional labs, and Learning Technologies has 
observed increasing demand for printing over the past four years with no 
indications of decline. 

4.1.4.2 Meeting Constituent Needs and Aligning with Priorities 
Front-end support for instructional labs is provided by student employees of 
Learning Technologies who provide live, in-person support for the faculty and 
students who are using these facilities for their classes. Learning Technologies 
provides the back end support for all of the software, printers, and peripherals 
available in the instructional labs, ever mindful of ADA compliance issues and the 
user experience of individuals with disabilities.  

Computers deployed in the instructional labs are managed centrally with very 
efficient bulk management processes. The titles and configuration(s) of software 
deployed in the instructional labs are established each quarter in close collaboration 
with faculty to determine what they need for their courses. Feedback from faculty 
and administrators indicate a clear need for larger instructional labs (50-100 
workstations) to accommodate increasing demand for computer-based classes of 
this size.  
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4.1.4.3 Use of Resources 
As careful stewards of campus resources, when instructional computing labs are 
refreshed, the hardware is offered and substantially redeployed in the academic 
divisions in support of other instructional purposed extending the useful life of the 
equipment and promoting ubiquitous access to standard technology. 

4.1.4.4 Communication 
Learning Technologies solicits and receives faculty input regarding the labs each 
term.  Since this is a continuously changing group of faculty, with some persistent 
users, considerable feedback is collected both on the software and peripheral 
devices available.  DLs also provide input to Learning Technologies to facilitate 
coordination of software upgrades with those in divisionally controlled labs.  
Student technology assistants in the labs report feedback from student users.   

4.1.4.5 Looking Forward 
 

Name of Initiative Intended Outcome Issue Addressed 

Lab stabilization Instructional labs are routinely 
upgraded 

Provides current hardware 
and software in labs to meet 
instructional needs of 
campus 

Re-establish virtual lab 
environment 

Students and faculty have the 
option of using the physical 
spaces or virtual labs to meet 
instructional needs 

Creates efficiency and 
flexibility in support of 
teaching and learning in labs 

Table 2 – Plans for Instructional Labs Technology 

4.1.5 Learning Management and Faculty Support – eCommons 

4.1.5.1 Current Status 
eCommons is the UCSC instance of Sakai, an open source collaborative learning 
environment that has recently replaced WebCT. A third party vendor, rSmart, hosts 
eCommons for the campus. The first quarter of full production occurred in the fall 
of 2010. As of the end of the quarter over 300 courses were live with plans for 300 
more in winter 2011. UC Berkeley, Davis, and Merced also use Sakai.  

At UCSC, eCommons is quickly becoming a hub of student and teacher activity, 
giving them access to a variety of university systems, resources, and rich media 
content. eCommons is particularly useful at helping faculty and students manage 
instructional materials across multi-section courses. The collaboration tools available 
in eCommons improve student / instructor communication, and allow faculty to 
organize learning in ways that were not previously possible.  

The ITS survey included questions about satisfaction with eCommons.  While 
limited numbers of courses using limited features are using the new tool, 72% of 
students were ‘very satisfied’ or ‘somewhat satisfied’ with use of the environment 
for retrieval of materials such as syllabi and assignments. 45% of faculty were ‘very 
satisfied’ and 30% ‘somewhat satisfied’ with posting materials to their course spaces 
in eCommons. 
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4.1.5.2 Meeting Constituent Needs and Aligning with Priorities. 
An integral component of support for eCommons is the Faculty Instructional 
Technology Center (FITC; a subunit in Learning Technologies), where faculty and 
graduate student instructors can develop instructional materials, receive consultation 
on instructional design and assessment, and engage student technology assistants in 
specific work related to instructional projects.  

Staffing reductions resulting from budget cuts required a refocus of FITC service to 
accommodate the fall 2010 rollout of eCommons. Working with the Academic 
Senate Committee on Teaching and their annual instructional improvement grants, 
the FITC staff play a leadership role in defining and developing quality instructional 
modules for eCommons.  

Learning Technologies’ alliance with the Center for Teaching and Learning (CTL), a 
unit of the office of the Vice Provost and Dean of Undergraduate Education, 
provides a strong connection to the faculty and faculty instructional needs. The 
planned move of Learning Technologies into an instructional design space in 
McHenry Library (August 2011), presents the opportunity to strengthen 
partnerships with CTL and instructional support staff in the library in a shared 
service provision for faculty support. 

The relationship between CTL and Learning Technologies is also rooted in the 
Committee on Teaching, an Academic Senate committee providing input on future 
direction of pedagogical objectives and promoting teaching excellence at UCSC. 
This committee administers Instructional Improvement Grants, which support 
innovative uses of technology with campus wide impact. The innovative solutions 
that result from the Instructional Improvement Grants often involve collaboration 
across the Center for Teaching and Learning, Customer Relationship Management, 
and Learning Technologies.  

4.1.5.3 Use of Resources 
The third party hosting of eCommons provides a cost-effective alternative to an in-
house managed environment, and comes at a considerable savings over proprietary 
products. The open source community serves as an informed and enthusiastic base 
for sharing knowledge and best practices. learning technology directors at the UC 
campuses using Sakai are jointly discussing the possibility of shared service 
arrangement across the system.  This discussion follows the directive of the UC 
Regents and UC president Yudof for campuses to adopt common best practices and 
solutions for system implementations. 

4.1.5.4 Communication 
Resulting from a year-long assessment, the rollout of eCommons represents the 
culmination of a process of communication that involved students, faculty, and 
support providers.  In addition to outreach to the Committee on Teaching, an ad 
hoc implementation team assisted in selecting and deploying eCommons.  The team 
made presentations to many faculty groups including the Senate Committees on 
Computing and Telecommunications, and Teaching, the Teaching and Learning 
Committee, as well as providing open informational sessions.  Presentations to 
other groups include the Academic Business Officers Group (ABOG), academic 
departments, and the DLs and LITS.  To date, Learning Technologies has offered 
fifty-five workshops to 229 attendees. 
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Learning Technologies staff have made departmental visits to inform faculty of the 
availability of the system and training opportunities. These meetings allow the 
faculty to comment on their satisfaction and voice their concerns. To broadly 
communicate the change from WebCt to eCommons, the campus community was 
invited to participate in a naming contest for the new collaborative learning 
environment.  In response, over 1,250 suggestions were submitted. 

4.1.5.5 Looking Forward 
 

Name of Initiative Intended Outcome Issue Addressed 

Webcasting (lecture capture) Capture course lectures and 
distribute them via the web, 
allowing students to view the 
lecture on a computer or as a 
podcast via a mobile device.  
Plan would be to increase the 
number of courses available 
from ‘pilot’ levels to wide 
availability 

Brings value to the teaching 
and learning environment by 
making lecture content 
available in a form for 
students to use at their 
convenience.  Need to 
address certain accessibility 
issues for some populations 
of students with disabilities. 

Web-based Conferencing Enhancing hybrid and pure 
online instruction. Using a web 
conferencing tool, an instructor 
can augment eCommons 
courses to enable virtual office 
hours, record presentations, and 
student interaction.  Several 
options are available including 
Adobe Connect, Ready/Talk and 
a future enhancement to Sakai 

Need to deploy robust tools 
to assist in online teaching 
and learning. Need to 
address certain accessibility 
issues for some populations 
of students with disabilities. 

eCommons final grade pushback 
to AIS 

Enable faculty to send final 
grades back to the student 
information system with the 
single click of a button 

Need to simplify grade 
submission process for 
faculty 

Online instructor evaluations Deploy online instructor 
evaluations within eCommons as 
a paperless alternative to current 
Scantron system 

Reduce the lag time 
involved in paper-based 
reporting, reduce 
departmental staff workload 
and  facilitate the collection 
of data pertaining to course 
quality and student 
satisfaction. 

 
Integration of social networking 
capabilities into eCommons 

Deploy Sakai 3 to integrate 
certain social networking 
functionalities to enable 
enhanced collaboration within a 
learning management 
environment 

Expanding use of social 
networking agents could be 
better used to allow students 
and faculty to draw on 
content and online 
experiences to create 
learning-centric learning 
environments. 

Digital media content 
management 

Deploy a system, integrated with 
eCommons to effectively 
produce lecture recordings, 
manage existing media content, 
and facilitate use of other digital 
media 

Current lack of digital media 
management means lack of 
consistency and continuity 
for the user in the use of 
media content. 

Table 3 – Plans for Learning Management and Faculty Support 
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4.1.6 ITS Divisional Support for Teaching and Learning 
A high level of coordination in Learning Technologies with local information 
technology specialists (LITS) led by divisional liaisons (DLs) results in cross campus 
collaborative efforts that draw in expertise and leverage existing technical resources 
from the academic divisions, the library, and other campus partners.  

The co-existence of Learning Technologies and Customer Relationship 
Management within ITS has resulted in a powerful support combination that 
promotes central solutions when they are most efficient, cultivates rational diversity 
of technology solutions that rely on commonly shared standards, and allows a 
healthy amount of innovation at the periphery. Together, these two groups 
cooperate to rapidly develop content and solutions that leverage standard enterprise 
systems and, in some cases, make use of highly specialized solutions. The units are 
agile enough to scale up new, low threshold solutions quickly, and/or shed solutions 
that no longer have value such as local course web site support as that content 
migrates into eCommons. 

4.1.6.1 Current status 
Client Relationship Management staff are embedded in the divisions and directly 
support strategic alignment to the campus’s academic enterprise through their one-
on-one interactions with faculty and staff in the academic divisions. Academic Client 
Relationship Management encompasses Divisional Liaisons and Local IT Staff 
(LITS) in Arts, Humanities, Library, Physical & Biological Sciences, School of 
Engineering, Social Sciences, and University Extension/Silicon Valley Center (43 
FTE). Academic CRM staff play an integral role in the support of both faculty and 
academic administration in the delivery of the curriculum.  

4.1.6.2 Meeting constituent needs and aligning to their priorities 
In regard to divisional support for teaching and learning, constituents are mainly 
individual faculty and academic administrative functions such as faculty recruitment, 
student advising and course scheduling. Working with the deans, principal officers 
and their designates, the Divisional Liaisons manage their staff against a portfolio of 
locally prioritized services that augment those provided centrally and support 
divisional goals.  They are responsible for managing their respective divisions’ local 
infrastructure including hardware, software, servers, hosting, backups, application 
administration, and in some instances network and telecommunications.  These 
infrastructures then support locally optimized services such as computational 
research, digital media and streaming, web hosting and web services, access services, 
specialized labs and software, and so forth.  

4.1.6.3 Use of Resources 
DLs manage divisional budgets that are optimized against local priorities.  This 
includes hardware, software, file storage, hosting, local backup and directory 
services.  (See appendix S for a list of local CRM services by division.  Examples in 
the sphere of teaching and learning include faculty consultation services, locally 
supported media labs, web based applications such as Wordpress, Plone, Drupal, 
and authentication and hosting services for dynamic content and course web pages.  
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4.1.6.4 Communication 
The Divisional Liaisons provide a conduit for bi-directional communication, 
bringing localized perspectives to centrally sponsored services and projects.  In turn, 
they prepare their divisions for structural changes that impact local business 
processes, thereby facilitating the adoption and implementation of centrally 
supported infrastructure.  ITS intentionally created the DL and LITS roles to 
maintain the close relationship among the divisions and technical support. 

4.1.7 Discipline-Specific Learning Spaces 
In addition to the general assignment classrooms supported by Learning 
Technologies, there are a plethora of specialized labs and instructional spaces that 
are managed by the divisions and supported by ITS CRM staff. Some examples are 
outlined below. 

4.1.7.1 Meeting Constituent Needs and Aligning with Their Priorities  
In addition to Learning Technologies support of general assignment classrooms and 
labs, local ITS staff support discipline specific learning spaces and laboratories. 
These include editing and rendering labs for film students, multiregional 
workstations and laptops to support language instruction, digital printing facilities in 
digital arts resources center, and access to specialized software packages, such as 
MatLab, Maple, and SPSS.  This local support structure creates an environment 
where individual faculty needs are interpreted and met by technical staff familiar 
with the academic disciplines.  

4.1.7.2 Use of Resources 
Historically, the divisional portfolios and those services offered by Learning 
Technologies were not well coordinated, leading to redundancies, confusion and 
awkward handoffs. As faculty demand for digital media support expanded and as 
the campus has begun to invest in central infrastructure to support web based work, 
ITS developed partnerships for campus wide solutions. Two examples are 
eCommons tools developed jointly by academic CRM, Learning Technologies and 
the Library; and the new campus web environment that gives enhanced presence to 
academic programs and will eventually deliver tools to support faculty in the 
instructional space. 

4.1.7.3 Communication 
Support of teaching and learning are high touch services with just-in-time resources 
at the ready in both Learning Technologies and Local IT staff.  Service specific 
SLAs and relationships are the driver for fluid communication.  More structured and 
incident driven communication are captured through IT engagement in local 
divisional management and through the five methods of contact outlined in the 
campus SLA.  These include online, phone, email, walk-in, work order, and local 
support staff. 

4.1.8 ITS Divisonal Learning Management and Faculty Support 

4.1.8.1 Aligning with Constituent Priorities 
Taking advantage of the consolidation of the organization, Learning Technologies 
provides stable, foundational instructional services that allow CRM DLs and LITS 
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to extend their services beyond just the basic to meet individual faculty needs. The 
use of service management methodologies, including service management teams 
that include constituent representatives further helps to align services to constituent 
priorities. 

4.1.8.2 Use of Resources 
In spite of declining budgets, Learning Technologies has successfully launched a 
learning management system that is integrated with our student information system 
(AIS) along with new webcasting and streaming services.  Academic CRM staff 
provided input to these projects and now leverage, rather than reproduce, the 
outcomes.  Moving forward the partnership is researching campus requirements for 
digital asset management and investigating means for greater congruity, as it is 
appropriate, across lab spaces for the purpose of providing continuity and enabling 
economies of scale in purchasing and support 

4.1.8.3 Communication 
As noted above, learning management and faculty support are high touch services 
with just in time resources at the ready in both Learning Technologies and Local IT 
staff.  Service specific SLAs and relationships are the driver for fluid 
communication.  More structured and incident driven communication are captured 
through IT engagement in local divisional management and through the five 
methods of contact outlined in the campus SLA. 

4.1.8.4 Looking Forward 
 

Name of Initiative Intended Outcome Issue Addressed 

Centers of excellence in support 
of teaching and learning 

Coordinated support for digital 
media across academic divisions 
and the library 

Too many approaches to 
digital asset management 
when a campus solution 
would be more efficient and 
cost-effective 

Table 4 – Plans for Divisional Support for Teaching and Learning 

4.2 Technology to Support Scholarship and Research 

 
Figure 3 - ITS Units, Scholarship and Research 

Technology to support scholarship and research can generally be seen as developing 
from two sources: DLs and the LITS they supervise, and the staff in Research and 
Faculty Partnerships (RFP). Locally, utilizing the DL Council as a locus of 
information exchange, academic divisions leverage one another’s expertise and 
developed services to meet common needs. Research and Faculty partnerships (2 
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FTE) works strategically at the campus level to leverage local, regional, and national 
partnerships to extend and improve research infrastructure. 

Two efforts are underway to develop technology in support of scholarship and 
research. First, through the development and creative application of state-of-the-art 
information technology, ITS, in collaboration with faculty, enables new avenues of 
research and approaches to instruction that leverage the power of IT in support of 
the information intensive activities of research and education. Second, by 
monitoring funding opportunities for the integration of information technology into 
academic activities and for the implementation of new IT infrastructure, ITS can 
help fund improvements in the campus infrastructure, alleviating some of the 
pressure on state and research overhead funds. 

Development of this technology is largely an opportunistic endeavor. Two dialogs 
are maintained to identify opportunities. An internal dialog with faculty focuses on 
identifying new opportunities for ITS to facilitate research activities involving 
information technology. Another external dialog with both the campus’ IT service 
providers such as CENIC and the broader IT industry focuses on identifying new 
technology of possible use in the campus environment. These efforts typically 
identify either a one-off project that marries existing campus research strength with 
available technology and ITS resources to exploit a specific opportunity, or a new 
technology that has the potential to benefit a range of research activities on campus. 

4.2.1 Current status 
During the five years since the consolidation of all campus IT staff into a single 
division, ITS has had a number of notable accomplishments in support of 
scholarship and research. Even without the transfer of research-funded computing 
staff to ITS, support of the research mission of the campus is a high priority for the 
division.  This section lists several of research-related accomplishments, with brief 
descriptions, and reviews current activities that show promise of further 
accomplishments in the near future. 

Dark Fiber 

Soon after consolidation, RFP identified the critical need for dark fiber to 
the UCSC campus (the only UC campus lacking such infrastructure). With 
support of then Vice Provost IT (VPIT) Merkley, ITS launched an effort to 
simultaneously articulate and communicate the effort to the campus 
community, and to develop a viable solution. After a multi-year effort 
exposed a solution, campus leadership and faculty worked with University 
of California Office of the President to obtain funding. RFP managed the 
project to build the infrastructure, which concluded in late 2009 with the 
completion of this new infrastructure that is critical to the future of the 
campus’s research mission. 

The Pleiades Cluster 

In early 2005 through on-going dialog with faculty, RFP became aware of 
an NSF Major Research Infrastructure (MRI) solicitation that could fund 
the computing needs of the Astrophysics faculty, but which they were not 
going to apply for due to difficulty experienced installing and managing a 
previous cluster obtained through such a program. ITS, in cooperation with 
the Vice Chancellor for Research and EVC, partnered with the 
Astrophysics faculty in what was, ultimately, a successful proposal for a new 
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$1.2M compute cluster. As a part of this project RFP coordinated the 
technical support and data center renovation needed for the new cluster. At 
the time the Pleiades cluster was provisioned (March 2007), it was ranked as 
the 118th fastest computer in the world on the “Top500” list 
(www.top500.org). 

Hosting the CBSE Web Cluster 

Late in 2005 ITS became aware of significant on-going stability problems 
with the Center For Biological Systems Engineering (CBSE) Web cluster 
(the cluster that implements http://genome.ucsc.edu, for which the CBSE 
group is world renowned). RFP coordinated the move of the CBSE cluster 
from a locally maintained facility to the campus’s data center. In a 
subsequent (approximately 1 year later) conversation with Professor 
Haussler, he indicated that, before the move, problems with the Genome 
cluster were a monthly issue for him, and that since the move he hadn't had 
to think of it at all. 

Optiputer Visualization Wall 

In early discussions (2007) with Astrophysics faculty and subsequent visits 
to visualization facilities at Stanford, NASA/Ames, and CalIT2 at UCSD, 
we uncovered the need for visualization capabilities by many research 
groups on campus, and the availability of packaged technology from CalIT2 
to implement this technology. After investigation into the possibility of 
funding such a facility (on the order of $150K) funds were identified. 
Working with faculty in the Baskin School of Engineering (BSoE), RFP 
supported the purchase of an Optiputer cluster by BSoE through the 
contribution of ITS systems support expertise. BSoE, who owns the 
equipment, has agreed to allow campus access to the system. Since its 
provisioning, users of the system have included Astrophysics, the Dance 
program in Arts, and History faculty from the Humanities. Work continues 
to develop this facility for new uses.  

A Sample of Localized Divisional Successes in Supporting Research and 
Scholarship 

The Division of Arts recently celebrated the Opening of the Digital Arts Research 
Center, a facility with deep technology integrations that was designed and brought 
to fruition with close involvement of the local IT staff who has now added support 
of this facility to their expanding portfolio.  

In Humanities, local IT Staff have leveraged centralized service to create the 
capacity to add support for three research labs in linguistics, in addition to a media 
and learning lab in languages, and extending web services.   

The list of current projects by Local IT Staff in Physical and Biological Sciences 
include cluster deployments and support (Physics, SCIPP, EPS/OS, Chemistry), 
using ROCKS, OSCAR, and SunGRID tools; expanding and enhancing thin client 
research and instruction labs; consolidating research web sites and provide robust 
web capabilities; cooperative support for research servers including genome, HPC, 
and Chemical Screening Center; and installing and maintaining, scientific software 
both per client and pooled.   

LITS in the Baskin School of Engineering (BSOE) support an infrastructure 
environment to allow research into newer technologies, including a research 
network and multiple data centers.  As computing environments continue to grow 
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in BSOE, LITS are working to develop a realistic expansion plan utilizing the San 
Diego Supercomputer Center 450 miles away. BSOE LITS have further extended 
services to the larger campus research community by leveraging open source tools 
and local investments in full tunnel VPN services, server monitoring, and the 
ROCKS cluster.   

Leveraging partnerships with Core Technologies, the Division of Social Sciences has 
added Geographical Information Systems software and Shoestring, the division’s 
“compute server,” supports both econometric and statistical modeling, and other 
compute-intensive applications.  

4.2.2 Meeting constituent needs 
Ensuring that these technologies meet the constituencies’ needs is inherent in the 
nature of these services. A review of the projects listed above will show that the 
viability of projects to develop these technologies depends on support of a 
constituency, which, by definition, means such projects meet their needs.  

Faculty receive direct support from local IT staff in the academic divisions, and 
while the distinction of research support from teaching and administration is often a 
continuum with fluid boundaries, there are abundant examples of CRM services 
including data storage, network, virtual machines, database servers, data center 
space, compute servers (e.g., standalone computer servers, or compute clusters), 
application and web hosting, specialized software, content/collection management, 
and web based tools for collaboration. 

The 2010 survey asked faculty, graduate and undergraduate students a series of 
questions about research computing services.  While response rates were relatively 
low, the results provide some interesting insights.  Chart 7 displays all faculty 
responses to these questions. 
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Chart 7 – Satisfaction with Research Computing Services 

4.2.3 Aligning with Constituent Priorities 
Alignment of these technologies depends on the ability of RFP staff  

 to identify opportunities by communicating with the full campus 
community and IT industry,  

 to have the expertise needed to respond to all identified needs, and  
 to be able to accurately, in consultation with the CIO, determine priorities.  

Clearly there are opportunities for improvement in all three dimensions. In response 
to recent budget cuts to ITS, existing RFP staff are being spread thin to cover 
operational gaps in other units of IT with high-priority, immediate needs. This limits 
their ability to maintain a broad dialog with the campus community and the IT 
industry to identify opportunities. While RFP staff have an extensive background in 
the UCSC community and in-depth understanding of information technology, their 
academic backgrounds are focused in Science and Engineering. This limits their 
ability to respond to some needs from the broad range of disciplines on campus. 
Lastly, current resources limit the scope of projects that can be taken on by RFP, 
and therefore limits the opportunities available for prioritizing projects. However, in 
a better-resourced environment, a more robust oversight process would be 
appropriate. 

Outside, RFP, the DLs and LITS play a pivotal in providing the agility needed by 
faculty in responding to the evolving research environment, providing innovative 
and cost effective just-in-time services that adapt quickly to changing needs and 
offer incubation/proof of concept for more sustained requirements (such as VPN 
access and campus accessible LDAP services.) 
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4.2.4 Use of Resources 
RFP projects are generally self-supporting, overhead being the portion of RFP 
efforts dedicated to RFP activities (see discussion in the previous section). Based on 
the productivity of the RFP staff over the past five years, the IT services developed 
by RFP have been highly efficient in their use of resources (i.e. significant 
accomplishments, as described above, from a relatively small, fixed commitment of 
resources). 

4.2.5 Communication 
To date, communication for RFP has been ad hoc and opportunistic. Historically, 
RFP has initiated the conversations. As new technology opportunities have been 
identified RFP has reached out to researchers who might have an interest in the 
opportunity. From these contacts dialogs begin that have resulted in contacts being 
initiated by the researchers as they’ve had issues or opportunities where they’ve 
needed help. Another channel for communications has been Divisional staff. The 
Astrophysics opportunity came from a faculty member who let RFP know that the 
researchers were not going to apply for a grant because of the challenges they’d had 
with facilities and system administration for their previous cluster. 

Looking forward, given the success of this effort so far it would be worth 
developing a more formal process for establishing dialogs with researchers. Ideas 
include: creating more structured integration of RFP and CRM through regular 
meetings; periodic visits to Department Chair meetings in the Divisions; and 
periodic meetings with the VCR to discuss strategic opportunities at the campus 
level. 

4.2.6 Looking Forward 
Following are a number of activities currently underway that show promise of 
further accomplishments in the near future.  More detail on these initiatives is 
included in Appendix R. 

 
Name of Initiative Intended Outcome Issue Addressed 

Dynamic Circuits: DYNES and 
the CENIC Openflow Testbed 
Network (COTN) 

Researchers and network 
engineers create dedicated, 
point-to-point circuits, either in 
real time or reserved in advance 
to support high performance 
networking needs of 
researchers. 

Dynamic circuits provide 
support for new, demanding 
applications being 
developed for the Internet. 
They support the large data 
transfers and bandwidth-
intensive applications that 
are becoming more critical 
to global scientific 
collaboration in the 
genomics and nuclear 
physics communities. They 
also are critical for meeting 
the latency needs of 
advanced media and 
telepresence applications, 
such as those used for 
telemedicine, and remote 
performance in music and 
dance. 

Center for Biomolecular Science Creation of a Genomics Institute Need to develop models for 
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& Engineering (CBSE) 
Genomics Institute 

to develop a new personalized 
model of health care based on 
the use of a patient’s genomes 
to develop customized courses 
of treatment 

IT infrastructure, specifically 
networking and data center 
facilities, to support the 
goals of the Genomics 
Institute 

Central Coast Broadband 
Consortium (CCBC) – a 
cooperative of education, 
communities, health care, and 
economic development agencies 
across the central coast 

Completion of a regional optical 
network to serve the needs of 
the diverse group of constituents 

Failed proposal for stimulus 
funding; currently looking for 
alternative funding sources 

NSF Academic Research 
Infrastructure (ARI) Proposal 

Upgrade of network 
infrastructure on Science Hill on 
the UCSC campus:  inter-
building fiber and network 
electronics to support 1Gb/s to 
the office and lab, 10Gb/s 
between buildings, and cable-
plant upgrades to a select set of 
research labs to provide 
advanced network services 

This proposal did not receive 
funding. Based on feedback 
from the NSF Program 
Officer, the proposal 
reviewed well but was not 
funded due to the large 
number of proposals 
submitted, The PO 
encouraged follow up with 
other programs being 
developed for further 
funding. 

Table 5 – Plans for Support for Faculty Scholarship and Research 

4.3 Technology Infrastructure 

4.3.1 Telecommunications Infrastructure 

 
Figure 4 – IT Unit, Telecommunications Infrastructure 

Telecommunications infrastructure includes voice and data networks, WIFI and 
cellular services, television and video transmission, and special systems such as 
access security, 800MHz radio services, and building management systems. 

4.3.1.1 Current Status 
The campus telecommunications infrastructure was built in a fragmented way for 
the network environment and expectations of many years ago and until the 
consolidation suffered, in many places, from a severe lack of attention.  Over the 
past few years, the campus has invested in a very limited way to improve parts of the 
telecommunications infrastructure.   

A very coordinated effort among this campus and other regional partners 
accomplished a much-needed upgrade of the telephone system in 2009.  This 
upgrade moved on-campus telephone service signaling to the data network and 
paved the way for a possible future move to voice over IP. In addition, as noted 
above, the campus completed the project to make 10g fiber available. Work is 
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currently under way to upgrade the central wireless controller to take advantage of 
the 802.11n standard.   

The campus is currently in the process of developing a telecommunications master 
plan (TMP) with the assistance of Western Telecommunications Consulting (WTC).  
The WTC engagement has produced roadmaps for investment in 
telecommunications infrastructure based on campus decisions about future direction 
in voice and data delivery, wired and wireless networks, and desired levels of 
network resiliency.  

WTC’s analysis indicates that UCSC’s telecommunications infrastructure is “rotting” 
as evidenced by the fact that 97% of campus buildings need moderate to extensive 
upgrades to telecommunications rooms, network electronics, and cabling to bring 
them to levels that can reasonably be expected to support the work of a research 
university with a large resident student population.  Over 60% of the network 
switching infrastructure is thirteen years old. In addition, current 
telecommunications operating budgets fall far short of covering the cost of 
maintaining the current environment let alone being able to support investment in 
upgraded infrastructure. Consequently, efforts have been limited to keeping the core 
routing infrastructure current while edge equipment functionality continues to lag 
two to three generations of technology. 

One bright development in the campus’s commitment to building a robust 
telecommunications infrastructure is the recent addition of line-item placeholders 
for several phases of infrastructure upgrades in the ten-year capital improvement 
plan.  Historically, the capital plan has not included funding for technology, and 
often technology in new facilities was ‘value engineered’ out of projects leaving 
responsibility for its inclusion to the IT budget. 

4.3.1.2 Meeting Constituent Needs 
Based on the consultants’ review of the telecommunications infrastructure, UCSC 
falls far short of meeting constituent needs in this area.  Even with the high speed 
fiber connection to the campus, bandwidth for HPC and massive data transfers is 
not available for faculty who need these resources.  Investment based on the WTC 
work should greatly improve access to network resources.  

Cellular service on the campus is spotty at best.  The geography of the campus 
presents a challenge, and in-building coverage suffers from poor signal strength.  
The remote location of the campus, the hilly and forested topography and low cell 
phone revenues for major carriers has resulted in inadequate campus cell phone 
coverage. This issue was partially mitigated through the use of a distributed antenna 
provider that made it more cost effective for cell phone providers to provide service 
on campus and to reduce dark spots in outside coverage.   

The growing use of cell phones, the need for text messaging for emergency 
notifications, and 3G and 4G services for personal digital assistants is creating the 
need for more in-building coverage.  This will drive the need for new in-building 
technologies such as fixed mobile convergence and efforts to determine how to 
address this issue will become a priority over the next several years. 

Wireless networking is another inadequately met need on the campus.  Coverage is 
far from ubiquitous.  A new central 802.11n wireless controller, recently installed, 
will provide the infrastructure to enable gradual upgrade of wireless coverage. 
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A certain amount of passion surrounds both sides of the debate about wireless 
network service in classrooms. Some insist that it is one more distraction from the 
needed focus on teaching and learning.  Others, rightly claim that even without 
wireless connectivity, cellular use by students in class is rampant.  At this point, 
classroom wireless is not universal.  

The recent ITS survey indicates that across all groups, ‘somewhat’ and ‘very’ 
satisfied respondents substantially outnumbered ‘somewhat’ and ‘very’ dissatisfied 
respondents in all questions related to the campus’s wired and wireless networks. 
Network speed and performance received the highest marks, with the biggest area 
of concern being the CruzNet Secure service. CruzNet Secure is a relatively new, 
and as yet, not offered to students.  A summary of faculty and staff responses 
without ITS staff are displayed in Chart 8. The summary of student responses is 
displayed in Chart 9. 

4.3.1.3 Aligning with Constituent Priorities 
Constituents of telecommunications infrastructure range from individual faculty 
members with high performance research needs to residential television viewers to 
users of wireless network connectivity in public spaces. Each group has different 
priorities and expectations. For the bandwidth-intensive research needs, the TMP 
proposes robust wired network connections in research buildings.  For the 
residential online entertainment community, TMP recommends leveraging the 
convergence of voice, data, and video delivery over a single network for the delivery 
of next generation services. For wireless network users, TMP carefully considers the 
benefits of WiFi versus cellular service and recognizes the need for both 
technologies in the academic enterprise. 

 
Chart 8 – Faculty and Staff Network Satisfaction 
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These survey results are similar to previous years, where the wired network 
consistently received the highest marks, with significantly lower satisfaction with 
wireless services. 

 
Chart 9 – Student Network Satisfaction 

4.3.1.4 Use of Resources 
The campus has extended the current network infrastructure far beyond its expected 
viable life.  While ITS has wrung every possible bit of functionality from equipment, 
cabling, and supporting spaces, current conditions consume inordinate amounts of 
staff time in maintaining the obsolete environment, responding to equipment 
failures, and security issues and patching together solutions to further extend the life 
of the infrastructure.   

4.3.1.5 Communication 
The WTC has engaged a broadly representative group of campus constituents in 
their work.  Several vice chancellors, the CP/EVC, and the chancellor have 
participated in the project and have provided input into the campus direction for the 
future as well as the speed with which infrastructure should be upgraded.  The 
senate Committee on Computing and Telecommunications (CCT), the Advisory 
Committee on Planning and Stewardship (CPS), the Advisory Committee on 
Information Technology (ACIT), the Deans Academic Council, and the Assistant 
Deans have all been briefed and engaged in the development of the TMP.  

For day-to-day communication, ITS provides updates on planned outages, working 
around critical dates on the academic and campus events calendars.  The ITS 
communication coordinator informs the campus of the status of unplanned outages 
and upcoming changes in systems and/or service as part of change management. 
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4.3.1.6 Looking Forward 
Based on the consultants’ review of the telecommunications infrastructure, 
considerable investment over a multi-year period is needed to bring the campus into 
a condition able to adequately support a viable research university.  The plan is 
nearly in place and the campus has roadmaps for investment going forward. 

The Telecommunications Master Plan positions UCSC to move forward with 
prioritized investment in our infrastructure over the next several years.  The 10 year 
capital improvement plan for the campus contains placeholder funding for some of 
the needed upgrade/replacement work. 

 
Name of Initiative Intended Outcome Issue Addressed 

Network Stabilization Effort  Stability of the network until such 
time that more significant wiring, 
closet and technology changes 
can be implemented through the 
campus capital improvement 
program. 

Escalating quantities of edge 
switch failures or service 
degradations in facilities with 
equipment that is ten years 
or older that will not be 
addressed in the capital 
program until 2016. 

Network Upgrade Effort Implementation of campus VOIP 
deployment and upgrades to 
aging wiring, closets, and 
switching infrastructure. 

Resolving a long standing 
problem of infrastructure that 
is no longer capable of 
supporting the needs of a 
modern research university. 

Develop In-Building Cellular 
Technology Plan 

A set of technology standards, 
deployment strategy, and 
defined carrier/university joint 
responsibility document outlining 
shared financial and 
infrastructure responsibilities to 
address new fixed mobile 
convergence standards. 

Lack of in-building cellular 
coverage which is becoming 
a larger issue as residence 
hall land line phones are 
disconnected; location 
services are required for 
emergency purposes; and 
new, energy efficient 
building construction 
prevents service. 

Expand WiFi Coverage New wireless infrastructure 
supporting the 802.11n standard 
and providing more ubiquitous 
and secure service across the 
campus, including in 
classrooms. 

Increased demands for 
mobility and the proliferation 
of intelligent personal 
devices are stressing the 
current availability of 
wireless services on campus 

Prepare for IPTV Implementation of a converged 
network than enables television 
programming over the IP 
network and a bridging strategy 
as residence halls are converted 
over a seven year period. 

The existing Comcast 
franchise agreement expires 
in 2014 and a cost effective 
alternative must be in place 
to provide continuous 
service coverage at the time 
that Comcast fees will 
otherwise dramatically 
increase. 

Outside Plant Fiber 
Enhancements 

Extensions of the fiber plant to 
create redundant rings and to 
provide adequate capacity for 
building upgrades; 

Resolves many single points 
of failure and lack of fiber 
availability for existing and 
new facilities and backhauls 
for the cellular distributed 
antenna system.  

800 MHz Radio Replacement Replace 800 MHz radio system 
with a non-emergency trunked 
radio system. 

Addresses aging and failing 
800MHz system and the 
need to bridge with the new 
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Fire and Police emergency 
radio frequencies and 
upgraded dispatch center. 

Table 6 - Plans for Telecommunications Infrastructure 

4.3.2 Systems and Applications Infrastructure 

 
Figure 5 - ITS Units, Systems and Applications 

Systems and applications infrastructure support occurs within centrally managed and 
locally managed environments. Applications and Project Management (APM) and 
Core Technologies (CT) jointly manage systems and environments for a large 
majority of the enterprise class systems.  CRM also manages some components of 
this infrastructure, most notably in support of the Library, University Extension, 
and Baskin School of Engineering.  

4.3.2.1 Current Status 
Over the last fifteen years, UC Santa Cruz has methodically introduced or upgraded 
most of its enterprise class information systems. Today ITS supports nearly four 
dozen enterprise applications including our financial, student, web content, 
middleware, library, and decision support systems. In most cases, programmers, 
DBAs and analysts in APM handle software development, implementation, and 
maintenance; staff in CT provide data center, hardware, and systems administration 
support. Select staff from both units provide direction in terms of hardware and 
software architecture. 

In specific cases, ITS provides support to business units that use 3rd party vendors 
to serve or host specific software solutions. UCSC currently has 3rd party 
agreements for the time and attendance application, the purchasing application, the 
Sakai implementation, and for student billing. In some cases, campuses host 
solutions on behalf of other campuses; UC Berkeley currently serves UC Santa 
Cruz’s enterprise calendar application, and UC Santa Cruz manages a hazardous 
materials tracking database for the Environmental Health and Safety offices of each 
of the campuses. 

Through strategic investments in enterprise information systems and in the 
associated hardware infrastructure, the campus has been able to modernize its data 
management system and practices, to address evolving risk and compliance issues, 
to achieve efficiencies in internal business processes, and to deliver self-service 
applications over the Web. 

IT consolidation brought together the staff supporting these systems into a single 
division. That, in turn, revealed numerous opportunities to create operational 
efficiencies. Critical issues revealed through the consolidation and initial years of 
integrated management include: 
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 Significant overlap and redundancy in the solutions used to deliver 
enterprise systems such as Web-based portals, application authentication 
solutions, and trouble ticket systems 

 Multiple, often competing development platforms and standards 
 Uneven investment in staff training and development 
 Single points of staffing failure in almost all components of the application 

technology stack  
 A high reliance on data center staff instead of automated job control 

processes 
 Technologically isolated and inefficient hardware environments such as 

student housing and student ID card systems 
 Lack of attention to data center, applications, and data security 
 Large variances in the governance processes used to identify and establish 

priorities for the various systems. 

Initiatives developed early in the newly formed ITS organization helped to address 
some of these issues.  

Key among the initiatives was a concentrated effort to design and implement a 
virtualized server environment in our data center. This commitment to virtualization 
enabled us to take on support for two major computational research clusters and to 
grow the total number of servers in the data center from fewer than 200 to more 
than 700 while remaining within the threshold of available power and cooling 
capacity. 

In an effort to standardize the way systems are designed and delivered, ITS also 
defined standard software development lifecycle (SDLC) processes for systems 
development and support. A design review board (DRB) meets biweekly to review 
and assess system design proposals and to ensure that new projects and initiatives 
align to planning and operational standards. 

4.3.2.2 Meeting constituent needs 
The division maintains business partnerships with its customer base directly and 
through the Divisional Liaisons. These partnerships take the form of regular 
operational management meetings and periodic long-term planning events. They 
serve to identify potential ITS efficiency initiatives and to ensure that the needs of 
the business partners and the work of ITS remain in balance. 

4.3.2.3 Aligning with Constituent Priorities 
ITS participates in multiple governance processes to establish priorities for ITS staff 
and to ensure that ITS work aligns to partner priorities. On the formal end of that 
governance spectrum, groups such as the Academic Information Systems (AIS) 
Steering Committee have a mature, robust governance process to establish work 
priorities and to align work to defined release dates throughout the calendar year. 
Smaller systems and workgroups use less formal methods to define work priority.  

As a result of resource reductions, some of these smaller governance teams are 
starting to consolidate their planning efforts to ensure that multiple high priority 
items can be achieved with a minimum amount of resource contention.  Recently, 
system stewards for applications supporting payroll, time and attendance recording, 
and the financial information system acknowledged that projects in each of these 
applications were competing for the same functional staff for analysis, testing, and 
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support. A joint business systems management team was created to help coordinate 
the planning of multiple important projects among the business partners. 

4.3.2.4 Use of Resources 
Over the past five years, staff resources for systems and applications infrastructure 
support have been reduced 18%. At the same time, campus reliance on information 
systems to deliver business process efficiencies has increased dramatically — 
primarily as a result of staffing reductions in the business offices themselves.  

Reductions in staffing led to a new organizational structure for APM focused less on 
the historical source of funds for enterprise applications, and more on the 
efficiencies of sharing skill sets across common business processes. In FY10, APM 
realigned its development and support staff with two primary points of focus: the 
campus academic and student development mission; and accompanying campus 
business needs. 

The benefits of these changes to the campus and to ITS have been significant. 
 By pooling teams of developers along similar lines of business, APM 

created a deeper understanding of end-to-end business processes and better 
integration. Consolidating working teams helped to reduce single points of 
failure in application support. 

 Defining a roadmap of standards and common development platforms will, 
over time, help reduce the complexity of the environment and enable better 
cross-training and coverage among a reduced workforce. 

 Implementing a set of standard release dates, as appropriate to each line of 
business, has made roadmap development more effective, and will help to 
appropriately manage demand against finite resources. 

 Creating predictable, repeatable internal processes for developing, testing, 
releasing, and supporting application code in production is a critical next 
step for efficiencies and positions ITS for a time when the campus returns 
to a growth period. 

 Modernizing systems monitoring and production automation work, to 
automatically notify application or system administrators of issues, has 
allowed reduction of staffing and shifts in the data center. 

 Virtualization of servers and more efficient power distribution and 
consumption in the data center have created marked efficiencies as shown 
in charts 10 and 11. 
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Chart 10 – Server Growth 

 
Chart 11 – Server Growth vs Power Usage 

4.3.2.5 Communication 
ITS units maintain clear channels of communication with business partners. 
Through governance and advisory groups, dialogue on campus or division issues 
and priorities takes place regularly. Through APM, ITS looks to its business partners 
to communicate directly with the users of business systems. 

4.3.2.6 Looking Forward 
APM and CT staff are currently working on a number of initiatives to continue 
modernizing and streamlining our applications support infrastructure. Examples of 
these initiatives are listed in the following table. 

 
Name of Initiative Intended Outcome Issue Addressed 

Firewall Project Upgraded hardware on all 
datacenter firewall segments; 

In the past, firewall 
development was isolated 
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development of true enterprise 
firewall architecture (logical) 

based on specific enterprise 
systems and funding 
streams. Over time the 
firewall became a complex 
and disorderly barrier to 
systems management rather 
than an effective layer of 
security. 

Database Storage Consolidation This project will create a 
consolidated storage 
environment for all of our Oracle-
based enterprise DB production 
data, with key systems using the 
new system at deployment, and 
other systems with remaining 
depreciation value coming 
onboard in subsequent years 

Hardware architecture 
decisions in the past were 
made based on strict 
interpretations of what was 
possible given the system 
steward’s fund source. This 
led to highly inefficient 
device-attached storage 
arrays that created 
unnecessarily complex 
staffing and backup 
strategies. 

EdgeLDAP LDAP with user editable data 
fields that can be used to 
integrate into the campus 
directory, provide group 
management, and serve as a 
repository for locally interesting 
directory data 

Current Identity 
Management System is 
coming toward the end of a 
long deployment period with 
a significant backlog of work 
and constrained staff 
availability. This project 
allows leveraging a central 
investment in IDM to serve 
as a source for local needs 
and eliminating a number of 
local one-off directories. 

Human Capital Management 
System 

Full-scale enterprise HRIS 
providing workforce 
administration, eRecruitment, 
ePerformance, and compliance 
reporting 

Current HR practices on 
campus continue to be 
paper-based and highly 
inefficient. No system of 
record exists to maintain 
employee-supervisor 
relationships. Leave accrual 
and tracking are error prone, 
and almost exclusively 
paper-based.  

Application Refactoring Initiative
  

Applications supporting Student 
Affairs business processes, 
Housing and Dining Services, 
and Enrollment management, 
will be refactored in PHP as part 
of an overall effort to reduce the 
number of development tools 
and environments we support 

Many of the development 
frameworks in use at the 
time of consolidation have 
continued unchecked. APM 
must reduce the number of 
boutique code baselines 
supported to build 
programming depth. This 
reduction must occur before 
hardware consolidation can 
bring further efficiency. 

Consumable data streams Data available initiatives such as 
populating academic department 
web pages in WCMS 
environment, UCSC iPhone app 
and other future development 
beyond the APM environment 

Application developers on 
campus need/desire access 
to data to support external 
development 

Moira Retirement Retire the Moira infrastructure 
and transition dependent 
services to more contemporary 
solutions provided by our identity 

In our initial work to bring up 
Sun’s IDM system, we knew 
we’d need to retire Moira as 
a competing technology 
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management system. stack. However, several 
services continue to rely on 
Moira at a deep level; the 
complexity of Moira 
integrations has served as a 
sticking point in retiring and 
reducing older technologies 
and puts a strain on our staff 
resources. 

Table 7 – Plans for Systems and Applications Infrastructure 

4.4 Support Services 

 
 

The ITTP work designed ITS as a client-facing, service-oriented, process-driven IT 
organization. This organizational design clearly articulated a methodology for 
defining and delivering services to the campus.   A key part of service delivery is a 
method for managing changes to systems and services to minimize unexpected 
interruptions in service. 

Although service delivery occurs in every unit across the division, this section 
focuses on the work of the Support Center, the Divisional Liaisons and LITS. 

4.4.1 Current Status  
As part of the establishment of the division, ITS explicitly created the Support 
Center as a single point of contact for requests and trouble reports regarding ITS 
services to replace numerous local support centers of varying quality and 
responsiveness. The Support Center includes the HelpDesk and teams of 
technicians who support a range of ITS services and refer or escalate requests for 
help to others in the ITS division as needed to resolve client issues.  The campus 
SLA lists support contacts and outlines support goals. 

Support Center services include Desktop Support, which was distributed among the 
divisions prior to consolidation.  A defined Standard Desktop Support service 
allowed some portion of the work to move from CRM divisional LITs to the 
technicians in the Support Center. Standard Desktop Services, which includes setup, 
software installation, troubleshooting, upgrades and disposal of computers are used 
by an estimated 4,000 computer users on campus (staff and faculty). 

Recent improvements in Desktop Support include the use of new tools, including 
QuickSupport remote assistance, allowing remote screen sharing and interaction 
with clients having problems; Sophos managed antiviral software; and BigFix 
remote management to automate OS and application updates/patching, software 
installation offerings and other configuration management.  Already installed on 
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over 1,500 computers, ITS has a near-term target of 3,000 computers managed 
through BigFix.  

The 2010 survey asked a series of specific questions about aspects of Desktop 
Support that were not included in previous surveys.  Focus group assessments in 
2006 and 2007 placed Desktop Support in the bottom three services in terms of 
campus satisfaction.  In 2008, satisfaction improved significantly, but satisfaction 
with Desktop Support still ranked tenth out of fifteen services.  Results in 2010 
appear to be a dramatic improvement from previous years, with nearly all areas 
showing high satisfaction.  Areas with the lowest satisfaction were the ability to 
backup files, and keeping software up to date.  With the implementation of BigFix, 
satisfaction with software currency improved quickly.  Chart 12 displays faculty and 
staff responses to questions about Desktop Support. 

 
Chart 12 – Faculty and Staff Desktop Support Satisfaction 

The work of the Support Center is intended to allow Divisional Liaisons to manage 
local resources to fulfill local service level agreements that represent division-specific 
IT priorities, investments and strategic direction. Local services provided by the ITS 
Divisional Liaisons and their staff are included in Appendix S. 

4.4.2 Meeting Constituent Needs 
Service delivery to support the needs of the campus is intended to be client-centered 
rather than technology-centered.  Services need to be defined in terms clients can 
understand, and ITS must align to deliver and support services as a cohesive 
organization regardless of internal boundaries and responsibilities. Satisfaction with 
ITS support was high in the 2010 survey.  ‘Somewhat’ and ‘very’ satisfied responses 
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outnumbered all dissatisfied all responses by a ratio of four to one.  Chart 13 
displays faculty and staff satisfaction with ITS.  These responses cover use of the 
ITS web site, the support request system, and overall responsiveness and 
effectiveness of ITS support. 

 
Chart 13 – Faculty and Staff Satisfaction with ITS Support 

4.4.3 Communication 
ITS web pages provide detailed information on services, including definitions, 
contact information, costs (if any), maintenance schedules, and system status.  The 
service catalog explains ITS services in detail and connects to Service Level 
Agreements and associated metrics.  Regular communication from ITS informs 
users of services of planned outages, upgrades, and new services. Service and system 
metrics are available in Appendix T. 

4.4.4 Looking Forward 
 

Name of Initiative Intended Outcome Issue Addressed 

Google Apps for Education for 
faculty and staff 

Faculty and staff have access to 
Gmail and other collaborative 
tools in the Google suite at a low 
cost to UCSC 

Budget reductions reduced 
resources for support of in-
house mail; student email 
moved to Google in early 
2010 

Strengthening HelpDesk Reorganizing the Service Desk 
(HelpDesk) improved handling of 
initial steps of incident 

The HelpDesk has been 
chronically understaffed.  
Attempts to manage the 
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management and service 
requests and better escalations 
or referrals. 

workload of requests and 
add IT services cannot be 
sustained with current 
staffing levels. 

New Service Level Agreements Key services covered by Service 
Level Agreements. Network 
Services SLA – New for 2011 

Clarity for customers and 
service providers on 
services provided. 

Local Service Catalogs  Inventory of services and 
associated levels provided by 
Divisions by Client Relationship 
Management DLs and LITs. 

Clarity around the 
investment in local services 
provided/supported by 
divisional IT staff (DLs and 
LITs). 

Service Management Tool Kit  Self-service toolkit is a resource 
to service managers throughout 
the division. It guides through 
service definition: answering the 
“5 questions”, producing service 
catalog pages and SLAs; and 
ensuring service/support 
readiness. 

Budget reductions reduced 
resources for service 
management, requiring a 
shift to self-service as apart 
of the strategy to keep 
service management 
principles applied and 
active. 

Table 8 – Plans for Service Delivery 

4.5 Security 
 

 
Figure 8, ITS Units, Security 

Even though campus constituents might rarely identify security as their highest 
priority, assuring security of the network, systems, data, and physical facilities are 
among the most critical ITS functions.  As the organizational chart above reflects, 
security is the responsibility of all members of ITS.  Specific security issues are 
covered by the Information Security Officer (ISO) who is one of the ITS directors, 
the network security staff in CT, and the director of CRM for Institutional Support.  
The VCIT leads the Computer Incident Response team as required for action on 
intrusions and breaches of personally identifiable information (PII) and other 
confidential data. 

For a campus of this size and complexity, the few FTE devoted to security are not 
sufficient to provide the level of assurance the campus requires for mitigation of risk 
associated with intrusions, data breaches, malicious software, phishing, and other 
scams. 

UC Security Policy (BFB IS-3) requires campuses to operate a security program. ITS 
approaches security as a cross-divisional collaboration – parts of many staff in 
multiple units contribute to security.  ITS partners with system stewards in 
understanding and implementing security requirements for their applications. 
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Security efforts take into account the softer side of end-user education and 
awareness.  ITS engages in a big campaign each October for National Cyber 
Security Awareness month, communicating security info and reminders to the entire 
campus population. 

4.5.1 Current Status 
The ISO operates an IT Security Program Workgroup at the campus level and 
actively participates in the UC system security/policy workgroup to leverage work 
and expertise between campuses. 

UCSC has completed three years of assessment against UC security policy (BFB IS-
3) in partnership with system stewards (see Appendix X for assessment framework 
and overall score card). Key areas of improvement include risk assessment, physical 
and environmental controls, identity and access management, application and 
systems management, risk mitigation measures, data protection and encryption, and 
network security tools and practices.  A notable area of weakness is in collection, 
management, and analysis of log data, which remains very distributed and varied. 

All ITS staff are required to complete periodic security training.  The training 
materials are found in Appendix U. 

Chart 14 displays the current state of faculty and staff security awareness from the 
fall 2010 ITS campus survey.   

 

 
Chart 14 – Security Awareness 

4.5.2 Meeting Constituent Needs 
A goal of ITS is to assess and address risks to campus data or operations that may 
result in unauthorized disclosure or interruption of service.  ITS works with system 
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stewards in understanding and implementing security requirements for their 
applications or services, especially those with restricted data.   

End-users are informed about security best practices, often in the context of a 
confusing event, such as a suspect phishing email or disconnection from the 
network due to malware or other virus infections.   

ITS also tracks and participates compliance, including HIPAA, PCI and DMCA. 

4.5.3 Aligning with Constituent Priorities 
Regular IS-3 assessments have benefited our system stewards as they look to 
appropriately protect restricted data. Other security activity addresses a changing 
security landscape to minimize risks to the end-user, including using encryption for 
application passwords and secure wireless. 

4.5.4 Use of Resources 
 ITS relies on units to incorporate security into their operations according to their 
area of responsibility, e.g. desktop, application, network, servers, and identity 
management. In other words, security is the responsibility of all ITS staff.  In terms 
of security personnel, in addition to the ISO, there are 2 technical FTE devoted to 
IT security within Core Technologies, and 1+ FTE devoted to IT Policy including 
security and compliance activities within Client Services and Security. 

ITS does not have sufficient resources to properly address the emerging issues in 
security such as the plethora of end user devices (e.g. iPads and smart phones), and 
increasing use of “cloud” or external service providers to deliver critical production 
services.  The challenge is to facilitate adoption of these devices and services in a 
secure and appropriate way. Additionally, issues of security and privacy, including 
predictable contract language or vendor commitments, are still being developed as 
standards, policy, or regulations.  

4.5.5 Communication 
Communication about security at UCSC is robust, frequent, and to-the-point. 
Regular security advisories are issued to the campus through CSS and the office of 
the VCIT.  The ITS security awareness web site features security awareness news 
and alerts as well as links to policies, lists of best security practices, directions on 
reporting security incidents and resources to assist potential victims of identity theft. 

Each year, ITS publicizes October – National Cybersecurity Awareness Month – 
with weekly communiqués on security including tips and advice, current issues, and 
other useful security resources. 

4.5.6 Looking forward 
ITS staff are working on initiatives that further IT security consistent with 
established IT Security Strategic Directions. Examples of these initiatives are listed 
in the following table. 

 
Name of Initiative Intended Outcome Issue Addressed 

CruzNet Secure CruzNet Secure uses WPA (Wi-
Fi protected access) to provide 

Unencrypted information 
sent or received can be 
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encrypted wireless service, 
currently to faculty, staff and 
graduate students, and 
anticipated to all students 

intercepted by anyone 
connected to the CruzNet 
wireless network. 

Campus VPN Virtual Private Network (VPN) 
service supporting 
telecommuting and other work 
situations requiring 
authenticated access to campus 
systems  

Employees accessing 
campus services from home 
or other non-campus 
locations need VPN services 
to provide a secure campus 
connection. 

Desktop Management Tools Implement tools for desktop 
management and security: 
including anti-virus, patching, 
and other remote management 
tools. 

Tools are needed to 
implement many of the 
security best practices that 
are part of our Minimum 
Network Connectivity 
Requirements, e.g. patching 
and antiviral software 

CruzID integration, and self-
service password resets 

Applications integrated with 
Identity Management (IdM), 
using CruzID 
username/passwords with online 
password resets.   

IdM authentication services 
allow for timely account 
management, and for 
participation in UCTrust and 
InCommon federated 
identity and access 
management systems.  

Physical security systems Installation of surveillance 
cameras, phone recording, 
photo ID badges, and electronic 
access control, with associated 
software and training 

Protect students, staff and 
sensitive information by 
preventing unauthorized 
access 

Server patching improvements Solaris servers in the Data 
Center utilize flexible system to 
implement up-to-date patches. 

Minimum requirements 
require up-to-date patches. 
Patching for enterprise 
systems may affect 
functionality and requires the 
ability to roll-back patches.  

Disaster Recovery Alternatives Options for offsite secure 
storage of backup data and 
access to hardware should there 
be physical damage to 
equipment in the primary Data 
Center.  

There is a long history of 
secure offsite storage of 
backup media for disaster 
recovery purposes.  This 
review is intended to 
leverage our greater use of 
disk-to-disk backups and 
alternate data center options 
such as SDSC.  

Cloud services security and 
privacy education 

Education/Awareness for end 
users to evaluate use of free/low 
cost services and to best 
manage security and privacy 
around use of contracted cloud 
services.  

Informs users about security 
and privacy configurations 
under their control for 
UCSC. 

Identity Management Audit Audit of the Identity 
Management practices 
(including fit/gap analysis), 
based on InCommon Silver 
requirements, 

InCommon compliance is 
required for UC participation 
in some federal grant and 
research projects.   

Information Security Policy (IS-3) 
System wide Audit 

Internal Audit will complete an 
audit of campus compliance with 
the IS-3 Policy to obtain a 
comprehensive, third party view 
of actual levels of compliance.  

UCSC has undergone three 
years of assessment of IS-3 
compliance, including an 
audit ITS’ our request.  
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Ongoing development of 
security-related policies and 
procedures 

Backup retention policy, log 
policy and acknowledgment form 
for separating employees 
regarding access to their 
University records 

Set expectations about 
management of information, 
specifically for disaster 
recovery, investigating 
security events, and 
expectations of privacy 
regarding University records 
for separated employees. 

Ongoing compliance activities Ongoing compliance with laws or 
regulations, such as security 
breach notification, HIPAA, PCI-
DSS and DMCA/HEOA 

The University is subject to 
laws, regulations, and 
penalties if found to be non-
compliant  

Table 9 – Plans for Security 
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