

Security Risk Matrix
Updated: [DATE]

	Issue & 

Summary
	Existing Mitigations and Controls
	Residual Risk*
	Next Steps/Action Items
	Effort/Cost
(high/med/low)

	
	
	Likeli-hood
	Impact
	Risk
	
	


* Note: These values are to take into account existing mitigations and controls, and thus are residual values.


Date: 

Contact (name and email): 
Instructions: Address or delete each of the following security issues as appropriate. Use spaces at the end for additional project-specific issues.

	1a. Security concern/
threat/vulnerability

[System]

Unauthorized access or disclosure of unencrypted data, or unauthorized modification of data stored on <<system/app>> (separate line item for each system/app), including through: 

· Exploitation of OS or application/database weaknesses

· Unauthorized account access (shared, stolen, hacked, phished, or weak credentials)

· Malware or keylogger

· Other:

Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	1b. Security concern/
threat/vulnerability

[System]

Unauthorized access or disclosure of unencrypted data, or unauthorized modification of data stored on University workstations/laptops, including through: 

· Exploitation of OS or application/database weaknesses

· Unauthorized account access (shared, stolen, hacked, phished, or weak credentials)

· Malware or keylogger

· Other:

Summary: [Is residual risk accepted?]
	Mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	1c. Security concern/
threat/vulnerability

[System]

Unauthorized access or disclosure of unencrypted data, or unauthorized modification of data stored on non-University workstations/laptops, including through: 

· Exploitation of OS or application/database weaknesses

· Unauthorized account access (shared, stolen, hacked, phished, or weak credentials)

· Malware or keylogger

· Other:
Summary: [Is residual risk accepted?]
	Mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	2. Security concern/
threat/vulnerability

[System]

Unauthorized access or disclosure due to non-encrypted transmission of data. Includes insecure remote access.
Summary: [Is residual risk accepted?]
	Mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	3. Security concern/
threat/vulnerability

[System]

Unauthorized access or disclosure of unencrypted data due to remote access from insecure systems or access mechanisms

Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	4. Security concern/
threat/vulnerability

[System]

Unauthorized access or disclosure due to theft of workstation/ laptop/portable device/electronic media

Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	5a. Security concern/
threat/vulnerability

[System]

Unauthorized access or disclosure due to physical access to a server (use, not theft)

Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	5b. Security concern/
threat/vulnerability

[System]

Unauthorized access or disclosure due to physical access to a University or non-University workstation (use, not theft)

Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	6. Security concern/
threat/vulnerability

[System]

Unauthorized access or disclosure due to improper disposal of equipment

Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	7. Security concern/
threat/vulnerability

[System]

Data loss or lack of availability due to an inadequate data backup and recovery plan

Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	8. Security concern/
threat/vulnerability

[System]

Lack or delay of discovery of unauthorized access, disclosure or data modification/destruction due to inadequate log availability or monitoring

Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	9. Security concern/
threat/vulnerability

[Network]

Unauthorized access or disclosure due to an attacker re-routing network traffic to their system (ARP spoofing / man-in-the-middle attack) or traffic sniffer

Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	10. Security concern/
threat/vulnerability

[Human]

Unauthorized disclosure of or access to workstation or application/database/ server/media by former employees, employees on leave or disability, employees whose job duties no longer include authorized access to data; includes data corruption by these employees.

Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	11. Security concern/
threat/vulnerability

[Human]

Unauthorized disclosure of, access to or corruption of data by authorized employees

Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	12. Security concern/
threat/vulnerability

[Human]

Unauthorized access or disclosure due to inadvertent transmission of data (includes misdirected data transmissions)
Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	13. Security concern/
threat/vulnerability

[Environmental]

Data loss or data access loss due to server(s) outage by failure, environmental causes, or physical sabotage.

Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	14. Project-specific issue #1 

Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	15. Project-specific issue #2
Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	16. Project-specific issue #3
Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	17. Project-specific issue #4
Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  

	18. Project-specific issue #5
Summary: [Is residual risk accepted?]
	Existing mitigations to reduce the risk
1.  
	High/ Med/ Low
	High/ Med/ Low
	High/ Med/ Low
	Identified actions to further reduce risk, if necessary, and owners
1. 
	HML/HML

1.  
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