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Policy for Acceptable Use of UCSC Electronic 
Information Resources (Acceptable Use Policy) 

IT Security Awareness Education/Training 

Implementing the UC Electronic 
Communications Policy (ECP) Protecting Restricted Data  

 
UCSC ECP Implementation 

Guidelines: 
• Overview/Policy  
• Areas of Responsibility 
• Allowable Users  
• Access Restrictions 
• Access Without Consent 
• Privacy Protections and 

Limits 
• Use of Specific Services 
• Security 
• Preservation of Records 

Allowable Uses: See 
Acceptable Use Policy, above 

Access Without Consent 
Authorization Form & Process 

 Electronic Restricted Data 
Protection Practices and End 

User Quick-Reference 

Health Insurance Portability and 
Accountability Act (HIPAA) 
Policy, Compliance Practices, 

and Workbook 

Payment Card Industry (PCI) 
Compliance Practices and 

Training Materials 

Personal Identity Information 
(PII) Inventory 

Campus Security Breach and 
Notification Procedures Update 

Third-Party Data Security 
Contract Language, including 

standard PCI language 

Social Security Number (SSN) 
Scanning Methodology 

 
UCSC Password Policy 

SSL Certificate Standards 

Additional Policies and Standards 
Supporting Overall IT Security 

Password Strength and 
Security Standards 

Minimum Network Connectivity Requirements 

ITS’ general routine system 
monitoring principles and 

practices 

Roles and Responsibilities for UCSC Electronic 
Information Resources 

Remote Access Guidelines 

Implementation 
Guidance 

Guidance for Using Free/Low 
Cost Technology Services 

Log Review Policy 


