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Table organizing top resources provided by ITS Security	[image: security-home-lock.png]	[image: security-home-policy.png]	[image: security-home-scams.png]
	How to Stay Secure
Actions you can take to protect yourself and university resources.	IT Policies
UC systemwide and local IT policies and compliance guidelines. 	
Beware of Scams
Identify and take action if you have received or responded to a scam.
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Know your Data 
University data and IT resources are classified into three categories: Protection, Availability, and Recovery Levels.

	Copyright Education
Individual and university responsibilities to comply with copyright law. 	Cybersecurity Awareness
Cyber tips and links to external resources including systemwide initiatives.
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Email: help@ucsc.edu


Report a Security Incident
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What to Report



Security Alerts

Recent Phishing Alerts (The Phish Bowl)

Chime/Go2Bank Solicitations for New Bank Accounts Alert - August 9, 2023

National Student Clearinghouse Cybersecurity Alert - July 24, 2023

QAKBOT Campaigns Leveraging Phishing Emails - February 8, 2023

LastPass: Notice of Recent Security Incident - December 22, 2022

Scam Alert: Pension Assistance - November 22, 2022

Unexpected student job offers are often scams



Security Services

Campus VPN

Incident/Breach Response 


Log Management

Request a Security Exception

Security Review 

UC Santa Cruz Firewall 

Unit Information Security Lead 


Vendor Risk Assessments

Virtru 

Vulnerability Security Scans



Security Training

ITS HIPAA Training

Role-Based Security Training

UC Cybersecurity Training

UISL Training

All Security Training>>



Security Policies

IS-3: Information Security Policy

IS-12: IT Recovery Policy

All IT Policies>>

 All ITS News>>
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